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Onpenenenust

B HacrosmmeM JOKyMEHTE HCIIONB3YIOTCSI CIEAYIONINE TEPMHUHBI M UX ONpPEIeNICHHSI.

ABTOMATH3HPOBAHHASI CHCTeMAa — CHCTEMa, COCTOSINAsl U3 MEepPCOHaNa U KOMIUIEKCA CPEACTB aBTOMATH3ALNH
€ro JISTENFHOCTH, pealln3yromasi THPOPMAMOHHYIO TEXHOJIOTHIO BHITTOJTHEHHS YCTAHOBJICHHBIX (DYHKIHH.

AyTeHTH(QUKAIMS OTHPABHUTEIA AAHHBIX — MOATBEP)KACHUE TOTO, YTO OTIPABUTENb MOJNYYCHHBIX IaHHBIX
COOTBETCTBYET 3asIBJICHHOMY.

Be3onacHocTh  mMepCcOHANBHBIX  JAHHBIX —  COCTOSIHME — 3alIMIIEHHOCTH  IEPCOHAJBHBIX  JIAHHBIX,
XapaKTepu3yeMoe CIIOCOOHOCTBIO TONB30BAaTENe, TEXHMYECKUX CPEACTB M HMH(GOPMAIMOHHBIX TEXHOJIOTUH
obecnieynTh KOH(PHUICHIIMAIEHOCTh, IEJIOCTHOCTh M JIOCTYITHOCTH IEPCOHANBHBIX JAHHBIX TPH WX 00padoTKe B
MH(OPMAIOHHBIX CHCTEMaX NEPCOHAIBHBIX JaHHBIX.

BuomeTpuueckne mepcoHaJbHbIE JaHHbIE — CBEICHHUS, KOTOPBIE XapaKTepU3yloT (H3HOJIOTHIECKUE
0COOCHHOCTH 4YEJOBEKa M HAa OCHOBE KOTOPBHIX MOXXHO YCTAHOBHTH €r0 JIMYHOCTH W KOTOPBIE HCIIONBb3YIOTCS
AJZIMUHHCTpanMen UIsl yCTaHOBJICHHS JINYHOCTH CyOBEKTa NEPCOHAIBHBIX JITaHHBIX, MOTYT 00pabaThIBATHCS TOIBKO
TIPY HaJIMYMH COTJIACHS B TIMCHbMEHHOM (hopMe CyOBheKTa MepCOHANBHBIX JaHHBIX (BKII0Yast poTorpadun, OTIe4aTku
manbleB, 00pa3 ceTYaTKH ras3a, 0COOCHHOCTH CTPOCHHUS Tea U IPYTYIo TOJ00HYI0 HHPOPMAIIHIO).

BJsioknpoBaHue NMepcoHATBHBIX JaHHBIX — BpEMEHHOE NpeKpalleHne 00padOTKH MepCOHAIbHBIX JTAaHHBIX (3a
WCKITIOUYEHHEM CIIydaeB, ecii 00paboTka HeoOXoMuMa ISl yTOYHEHHSI IEPCOHAIbHBIX JaHHBIX).

Bupyc (KoMNbIOTEepHBIN, NMPOrpaMMHBIN) — HCIOJHSAEMBIH NPOrpaMMHBIA KOJ WIM HHTEPIPETUPYEMBIN
Ha0Op MHCTPYKIMH, 00aaronunii CBOHCTBAMH HECAHKIIMOHUPOBAHHOTI'O PACIIPOCTPAaHEHHsI M CAMOBOCIIPON3BE/ICHHSI.
Co3naHHbIe TyOIMKAaThl KOMITBIOTEPHOTO BUPYCa HE BCEra COBMAIAIOT C OPUTHHAIIOM, HO COXPaHSIOT CIIOCOOHOCTh
K JaJIbHEeHIIIeMY PaclpOCTPaHEHUIO U CAMOBOCIIPOM3BEICHUIO.

BpenonocHasi mporpamMma — nporpamMma, NpeiHa3Ha4YeHHas Uil OCYILECTBJICHHS HECaHKIHOHUPOBAHHOTO
Jocrtymna U (MIM) BO3JEHCTBHS HA MEPCOHAIBHBIE JaHHBIE WM PEeCypchbl MH(POPMAIMOHHON CUCTEMBI IEPCOHATBLHBIX
JaHHBIX.

BcnomoraresibHble TeXHMYECKHE CPEICTBA W CHCTEMBI — TEXHHYECKHME CpPEJICTBA W CUCTEMBI, He
NpEaHa3HAYCHHBIC 1JIA Mepeaaiu, o6pa60T1<1/1 U XpaHEHUs TEPCOHAJIBHBIX NAaHHBIX, YCTaHAaBJIMBA€MbIE COBMECTHO C
TEXHUYCCKUMU CpCACTBAMHU M CHUCTEMaMH, MPEIHA3HAYCHHBIMH [JIA o6pa60T1<1/1 MNEPCOHAJIBHBIX JaHHBIX WIA B
MIOMELIEHHSIX, B KOTOPBIX YCTAHOBJIEHBI HH(OPMAIIMOHHBIC CHCTEMBbI [IEPCOHAIBHBIX JAHHBIX.

JlocTyn B onepanuoHHyIo cpexy KoMIbioTepa (MH(pOPMALMOHHON CHCTEMBbI NTePCOHAIBHBIX IAHHBIX) — MOy4eHHE
BO3MO)KHOCTH 3aITyCKa HA BBIIONHEHHE INTATHBIX KOMaHH, (YHKIMH, MPOLEAYP ONEPALOHHOM CHCTEMBI (YHUYTOKEHHS,
KOIMPOBAHMS, [IEPEMEIICHHS U T.11.), UCTIONHAEMBIX (haiiioB MPHKIIAAHBIX IIPOrPAMM.

Joctyn k nHpopMAaLu — BO3MOXXHOCTb HOMy4eHHs HH(OPMALIK 1 €€ HCTIOIb30BaHUA.

3aKiIa0uHoe YCTPOHCTBO — 3JIEMEHT CPEACTBA CheMa HMH(OPMALWM, CKPBHITHO BHEIPSEMBIA (3aKIa[pIBACMbIA WIH
BHOCHMBIif) B MeCTa BO3MOYKHOIO CheMa MH(OpMALIHH (B TOM YHMCIIE B OIpakIACHNE, KOHCTPYKLIMIO, 000pYOBAHHUE, IPEIMETHI
HHTEphepa, TPAHCIIOPTHBIE CPENICTBA, a TAIOKE B TEXHUYECKUE CPEZICTBA M CHCTEMbI 00pa0OTKU HH(OpMALHN).

S3anmmaemass uHpopMauus — vHQOpPMALWS, SBILFOLIASCS IPEAMETOM COOCTBEHHOCTH W TOVIKAIIAs 3aIlUTe B
COOTBETCTBHH € TPeOOBAHUSMH IPABOBBIX JTOKYMEHTOB WM TpeOOBAHISMY, YCTaHABIIMBAaEMbIMHI COOCTBEHHIKOM HH(OPMALIUHL.

Hnenmnduxanus — npricBoeHre CyObeKTaM M 00bEKTaM JI0CTyIa HieHTU(IKaTopa U (WK) CpaBHEHHE MPEbSBIIIEMOro
UIEeHTU(DHKATOPA C TIEPEUHEM TIPHCBOCHHBIX UIICHTU(PHUKATOPOB.

HndopMaTHBHBII CHTHA — SEKTPHYECKHIE CHTHAIIBI, aKyCTUIECKHUE, MEKTPOMATHUTHBIC U APYrHe (pH3HIecKre oIS, [0
TiapamMeTpaM KOTOPbIX MOXKET ObITh pacKpbita KOH(bHIeHIMaIbHAs HHbopMalysl (MepCOHaIbHBIE JJaHHBIE) 00padaThiBacMas B
MH(OPMALMOHHON CHCTEME NePCOHATBHBIX JAHHBIX.

HUudopmanuonnas cucrema nepcoHaJbHbIX AaHHBIX (MCII[IH) —COBOKYIHOCTh cozepkaimuxcs B 0azax
JaHHBIX NIEPCOHAJIBHBIX JAHHBIX U 00ECIIEUNBAIOIINX HX 00pa0OTKy HHPOPMALIOHHBIX TEXHOJIOTHI U TEXHUYECKHUX
CpeIncCTB.

Hndopmanmonnble TEXHOJIOTMM — TIPOLECCH, METOIBI TOKCKA, cOopa, XpaHeHWs, oOpabOTKH, IpEeIOCTaBIICHUS,
pacrpocTpaseHrs HHYOPMALIN K CIIOCOOBI OCYILIECTBIIEHHS TAKUX IPOLIECCOB H METOJIOB.

Hcnoab3oBanne MNepcOHAJbHBIX AAHHBIX — JeHcTBHA (OHEpald) C [EPCOHAIBHBIMH  JaHHBIMH,
COBEpILIaeMbIe ONEpaToOpoOM B LEIAX HPHHATHS PENICHWH WM COBEPIICHHS HWHBIX JSHCTBUH, MOPOXKIAIOMINX
IOpUIMYECKUE MTOCNIEICTBUS B OTHOIIEHNH CyOBhEeKTa TIEPCOHATIBHBIX JaHHBIX HIIM JPYrHX JIHIL JIMOO HHBIM 00pa3oM
3aTparkBaloOIIKX MpaBa U CBOOOIBI CYyObEKTa IIePCOHANBHBIX JaHHBIX WM JPYTUX JIHILI.

HcTouHnk yrpo3sl 6e30MacHOCTH MH(pOPMAIMH — CYOBEKT JIOCTYIA, MATePHAIBHBIA OOBEKT WIN (DIBHYECKOS SIBIICHIIC,
SIBILSTFOTIECS TIPUYHHOMN BO3HIKHOBEHHS YTPO3HI 0€30MacHOCTH HH(OPMAIIHH.

Kontponupyemasi 30Ha — TIPOCTpaHCTBO (TCPPUTOpHS, 3HAHUE, YacTh 3IaHKS, TIOMEIICHHE), B KOTOPOM HCKIFOUECHO
HEKOHTPOIIMpYeMoe NPpeObIBaHME MOCTOPOHHHX JIHL], @ TAKOKE TPAHCTIOPTHBIX, TEXHAYECKHX 1 MHBIX MaTePHAIBHBIX CPEICTB.

KonduneHumabHOCTh NEPCOHATBHBIX JAHHBIX — 00s3aTENBHO TSI COOIOICHNS OIEpaTopOM HITH MHBIM TOTYYUBIIAM
JOCTYIT K TIEPCOHAJIGHBIM JIaHHBIM JIMIIOM TpeOOBaHWE HE JOMYCKAaTh MX paCIpOocTpaHeHWe 0e3 cormacus CyObeKTa
TIEPCOHANBHBIX JIAHHBIX HITA HAJTMYHMS] IHOIO 3aKOHHOT'O OCHOBAHHISL.

MexceTeBoli JIKpaH — JIOKAIHHOEC (OJHOKOMIIOHEHTHOE) WM  (DyHKIIMOHATBHO-PACTIPEICNICHHOS —POTPaMMHOE
(MporpamMMHO-aNmapaTHoe)  CpPeACTBO  (KOMIUICKC), peaym3yiolllee KOHTpOJIb 33  MH(pOpMAlWel, TMOCTymaromed B
MH(DOPMALMOHHYIO CHCTEMY TIePCOHANBHBIX JAHHBIX U (MJTH) BBIXOIAIICH 13 HHPOPMALMOHHOH CHCTEMBI.
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Hapynmresns 6e30nacHOCTH ITEPCOHATBHBIX JAHHBIX — (PI3HUECKOE JIMIIO, CITy4aifHO Wi MpeHaMEePEHHO COBEpIIIAIOIIee
JISHCTBYS, CITE/ICTBUEM KOTOPBIX SIBIISIETCS| HAPYILIEHHE OE30MacHOCTH MIEPCOHATBHBIX JAHHBIX TIPH MX 00pabOTKE TEXHIMYECKUMHU
cperncTBaMH B MH(OPMAITMOHHBIX CHCTEMAaX MEPCOHABHBIX TAHHBIX.

HeaBTomaTu3upoBanHasi 00padoTKa MePCOHAJBHBIX NTAHHBIX — 00pa0OTKAa TIEPCOHANBHBIX JaHHBIX,
coJiepKaluxcsi B MH(GOPMAIMOHHONW CHCTEME NEPCOHAIBHBIX TAaHHBIX JINOO HM3BIICUEHHBIX W3 TAaKOW CHUCTEMBI,
CYNTAETCS OCYILECTBIEHHOH 0€3 HCIONB30BaHUS CPEACTB aBTOMATH3aluH (HEaBTOMATH3HPOBAaHHOMH), €CIIN TaKHe
JEUCTBUSI C TEPCOHAJIBHBIMU JIaHHBIMH, KaK WCIIONb30BaHHWE, YTOYHEHHE, pAacCIPOCTpaHEHHE, YHUUYTOXKEHHUE
MIEPCOHAJIBHBIX JIAHHBIX B OTHOLIEHHWH KAXIOTO M3 CyOBEKTOB IEPCOHAIBHBIX JAaHHBIX, OCYHIECTBIISIOTCS IPH
HEMOCPECTBEHHOM Y4aCTHH YEJIOBEKA.

HenexnapupoBannbie BO3MOKHOCTH — (DYHKIMOHAIBHBIE BOSMO)KHOCTH CpPE/ICTB BBIMHCIMTEIBHON TEXHUKH, HE
OIVCAHHBIE WM HE COOTBETCTBYIOIIME ONMMCAHHBIM B JIOKYMEHTALMH, IIPY HCIIOIB30BAHUH KOTOPBIX BO3MOYKHO HapyIIEHUE
KOH(UICHITMATTEHOCTH, JOCTYITHOCTH WX IIeTIOCTHOCTH 00padaThIiBacMoil HH( OpMaIvu.

HecaHKIMOHNPOBAHHBIN TOCTYN (HECAHKIMOHUPOBAHHBIE NEHCTBHS)— JOCTYIT K WHGOPMAIMH WIM JCHCTBHSI C
nHpopMalel, HapyIaromye npaBwia pasrpaHAueHus JIOCTYNAa C WCIONB30BaHUEM IITATHBIX CPEJICTB, IMPENOCTABISEMBIX
UH(OPMAIMOHHBIMUA CHCTEMaMH NEPCOHAIBHBIX AaHHbIX.

Hocurens nndopmammu — (r3uyeckoe JIMIO WK MaTepHaIbHBIA OOBEKT, B TOM 4KCIe (U3HYECKOe ToNe, B KOTOPOM
nH}pOpMaIMsl HAXOJUT CBOE OTPaKEHHWE B BUIE CHUMBOJIOB, OOpa30B, CHTHAJIOB, TEXHWYECKUX PEIIEHUH M MPOLECCOB,
KOJTMUECTBEHHBIX XapaKTePUCTUK (PH3MYECKUX BEIUUHUH.

O0e3nunBaHKe NMEPCOHAIBHBIX JAHHBIX — JICUCTBUS, B PE3YJIbTATE KOTOPHIX CTAHOBUTCS HEBO3MOXKHO 0€3
WCIIONIb30BAaHMsl  JIONOJIHUTENBHOW WH(OpMalWK  ONpEAeNNUTh IMPHHAIIEKHOCTh NEPCOHAJBHBIX  JIAHHBIX
KOHKPETHOMY CYOBEKTY IIEpCOHAIBHBIX JAHHBIX.

O0pa6oTKa NMepcOHAIBHBIX JAHHBIX — JII000€ JeWcTBHE (Omeparys) WIM COBOKYITHOCTh ACHCTBHI (Orepariiii),
COBEpIIIAEMBIX C WCIIOJIB30BAaHHEM CPEICTB aBTOMATH3AIMM WM O3 WCIIONB30BAHMS TAKHX CPENCTB C IMEPCOHAIBHBIMH
JIAHHBIMM, BKIIFOHast cOOp, 3anvch, CHCTEMATW3allMIO, HAKOIUICHHME, XpaHeHWe, YTOYHEeHHe (OOHOBJICHHE, W3MEHEHHE),
M3BJICUCHHE, HCTIONB30BaHKe, Tepeaady (PaclpocTpaHeHHe, MpPENOCTaBlieHre, JOCTYIN), OOe3MYMBAHIE, OJNIOKHpPOBAHKE,
YAQJICHUE, YHUUTOXKCHUEC TICPCOHATIBHBIX JaHHBIX.

O0menocTynnble NMEePCOHANILHbIE TaHHBIE — [TEPCOHAJIbHBIC JaHHbIe, JIOCTYIl HEOTPaHMYCHHOTI'O Kpyra JIMI] K
KOTOPBIM TIPENOCTABJICH C COIJIacHUsl CyOBbEeKTa IEepPCOHAJBbHBIX JAHHBIX MM Ha KOTOPBIC B COOTBETCTBHH C
(enepalibHBIMH 3aKOHAMH HE PACIIPOCTpaHseTCs TpeOoBaHue coOtoAeH S KOH(UICHIMATBHOCTH.

Oneparop (MepcOHAIBHBIX JAHHBIX) — TOCYIAPCTBEHHBI OpraH, MyHHLMNAJIbHBIN OpraH, IOPUIMYECKOe WIH
(u3nYecKoe JIMIIO, CAMOCTOSITENIFHO MIIM COBMECTHO C JIPYTMMH OpraHu3yrollee W (WIM) OCYILIECTBISoIee 00paboTKy
TIEPCOHAIBHBIX JJAHHBIX, & TAKOKe ONpeNesIIOLIHe LEeH 00paOOTKH MEPCOHATBHBIX JAHHBIX, COCTAB IEPCOHATBHBIX JAHHBIX,
HOWISKAIIMX 00paboTKe, IEUCTBHA (OIepaLt), COBEPILIAEMBIE C IEPCOHAIBHBIMH JAHHBIMH.

Texnuueckue cpeacTBa HH(POPMALMOHHOH CHCTEMBI MEPCOHAIBHBIX JAHHBIX— CPEACTBA BBIYHUCIUTEILHON
TEXHUKH, MH(OPMAIMOHHO-BHIYHCITUTEIILHBIE KOMILIEKCHI M CETH, CPEJICTBA U CUCTEMBI Tiepe/iauu, Iprema u odpadorku [1/1H
(cpercTBa M CHCTEMBI 3BYKO3AIIUCH, 3BYKOYCHIICHHSI, 3BYKOBOCHPOM3BENEHNS, MIEPETOBOPHBIE M TEIEBH3HOHHBIC YCTPOICTBA,
CPeJICTBA M3TOTOBIIEHHS, THPKUPOBAHKS JOKYMEHTOB M APYrHe TEXHUYECKHE CPEZCTBAa OOpabOTKH PEedeBoi, rpaduuecko,
BHJICO- U OYKBEHHO-II(POBOI MH(OPMALIUH), TIPOrPAMMHBIE CPE/ICTBA (OIepaIMOHHbBIE CUCTEMBI, CUCTEMBI YIIPaBIeHHUs 0a3aMu
JAHHBIX ¥ T.I1.), CPECTBA AT HHPOPMALIIH, TPHMEHIEMbIE B HH(OPMAIMOHHBIK CUCTEMAX.

IlepexBaTr (uH(pOpMAaNMM) — HEMpPaBOMEPHOE IMOJTy4eHHE HH(YOPMAIMU C HCIOIb30BAHHEM TEXHHYECKOTO
CpencTBa, OCYIIECTBILIONIETO OOHApY)KEHUE, IPHeM U 00paboTKy HH(OPMAaTHBHBIX CUTHAJIOB.

IlepconanbHble JaHHBIE — MI00as MHPOPMAIHSA, OTHOCAINAsCA K MIPSAMO WIM KOCBEHHO OIpeNeTIeHHOMY WIIH
orpezaensieMoMy GU3NUECKOMY JTUIY (CYOBEKTY IepPCOHANBHBIX JIAHHBIX).

IMobounble 3JIEKTPOMATHUTHBIE H3JIyYeHHs] M HABOIKHM — OSJIEKTPOMATHHTHBIC H3IIYy9CHUS TEXHUYECKHX
cpencts  oOpa®OTKM 3amumaeMold HWH(OpPMAIMK, BO3HHKAIOIIME Kak MOOOYHOE SBJICHHE M BBI3BaHHBIC
SNIEKTPUYECKUMH CHUTHAJNIAMH, JCHCTBYIOLIMMH B HMX OJJEKTPUYECKMX W MArHUTHBIX LeMsAX, a TaKKe
9JIEKTPOMarHUTHBIE HABOJKH ATHUX CHI'HAJIOB Ha TOKOIPOBOSAIINE JIMHAH, KOHCTPYKIMH U LIETTH [TUTaHUSL.

IMosMTHKA «YMCTOr0 CTOJIAa» — KOMIUIEKC OPraHM3al[MOHHBIX MEPONPHATHH, KOHTPOIHPYIOIIHX OTCYTCTBUE
3amMCHIBaHUS HA OyMa)KHbIE HOCHTENH KITIOUeH M aTpuOYyTOB AOCTyma (mapoiieil) U XpaHeH!s uX BOIM3H OOBEKTOB
J0CTyTA.

Monb3oBaTens MHGOPMALMOHHOH CHUCTEMBI MEPCOHAJBHBIX JAHHBIX — JIMIO, YdYacTBYKOIIee B
(GYHKIMOHMPOBAaHUHM HH()OPMAMOHHOW CHCTEMBl TEPCOHANBHBIX IAaHHBIX WM HCIONB3YIOIIEEe PEe3yNbTaThl ee
(YHKIIMOHUPOBAHUSL.

IIpaBuna pasrpaHuYeHus: JOCTYNAa — COBOKYIHOCTh ITPABUJI, PErJIaMEHTHPYIOIIMX MpaBa JOCTyIa CyObeKTOB
JOCTyTIa K 0OBEKTaM JIOCTYTIA.

IporpaMmmuas 3aKajKa — KOJ IPOrpaMMBbl, IPeJHAMEPEHHO BHECEHHBIH B TIPOTrpaMMy C IIEJIbIO OCYIIECTBHTh
YTeUKy, U3MEHHUTb, OJIOKUPOBATh, YHUUTOXKHTh HHOOPMAIUIO WM YHUYTOXKUTH U MOOU(UIUPOBATE IPOrPAMMHOE
obecrieueHne HHPOPMAITMOHHON CHCTEMBI TIEPCOHAIBHBIX JAHHBIX M (MJIH) OJOKMPOBATh amnapaTHBIE CPEICTBA.

IIporpamMHoe (IIPOrpaMMHO-MaTeMaTH4eCKOe) BO3/eiiCTBUE — HECAHKIIMOHUPOBAHHOE BO3JIEHCTBUE Ha
pecypchl aBTOMaTH3MPOBAaHHONH MH()OPMALMOHHOM CHCTEMBI, OCYHIECTBISIEMOE C HCIIONB30BAHHEM BPEIOHOCHBIX
TIPOrpaMM.
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PackpbiTHEe NEPCOHANBHBIX AAHHBIX — YMBIIUICHHOS WM CIydailHOe HapylleHHe KOH(HUICHIHAILHOCTH
MEPCOHATILHBIX JaHHBIX.

PacnpocTpaHeHHe NepPCOHAJIBHBIX JAHHBIX — JCHCTBHS, HAINPABICHHBIC HA PACKPBITHE IEPCOHANBHBIX
JIAHHBIX HEOIPEIeNICHHOMY KPYTY JIUIL

Pecypc uH(pOpMAIMOHHON CHCTEMBI — UIMCHOBAHHBIN 3JIEMEHT CHCTEMHOTO, MPHKJIAJHOTO MM aIapaTHOro
obecrieueHus QYHKIIMOHUPOBAHUS MH(POPMAIIMOHHON CHCTEMBI.

CrnenuajibHble KATErOPHH IEPCOHAJIBHBIX JAHHBIX — [EPCOHANBHBIC JAHHBIC, KACAIOILIMECS PacOBOM,
HAIMOHAIBHOW MPUHAMICKHOCTH, TOJMTHYCCKUX B3MIIAOB, PEIUTHO3HBIX WIH (QHIOCODCKUX YOSKACHHUI,
COCTOSIHHS 37I0POBbsl I HHTUMHOU JKH3HU CyOBEKTa MEPCOHABHBIX JTAHHBIX.

CpelcTBa BHIMHCIMTETLHONH TEXHUKH — COBOKYITHOCTh MPOIPAMMHBIX M TEXHHYECKHX JJIEMEHTOB CHUCTEM O00pabOTKH
JIAHHBIX, CTIOCOOHBIX (DYHKIIMOHUPOBATH CAMOCTOSITEIHHO WIIM B COCTABE IPYTHX CUCTEM.

CyobekT pocrynma (cy0ObeKT)— JMIIO WIM TPOLECC, JICHCTBHS KOTOPOro periaMeHTHPYIOTCS —TMpaBHIaMU
pasrpaHUYEeHHUs TOCTYyIA.

Texunyecknii KaHan yredkH WHGOPMAIMK — COBOKYITHOCTh HOCHTENST MH(OpMaimH (cpeicrBa  oOpaboTKH),
(r3ryecKol cpelbl  pacrpocTpaHeHusi MH(POPMATHBHOTO CHTHAJA M CPENCTB, KOTOPBHIMH JIOOBIBACTCS 3allyllaeMast
nH(pOpMALHSL.

TpaHcrpaHuYHasi epeaya NepcoHATbHBIX JAHHBIX — Mepe/jadya MepCOHATbHBIX TAHHBIX OMEPaTopOM uepes
TocynapctBennyro rpanuiy Poccuiickoit denepaliuu opraHy BIacTH WHOCTPAaHHOTO TOCYAapCTBa, (BHU3UUCCKOMY
WM IOPUITYECKOMY JIUIY MHOCTPAHHOI'O TOCY/AapCTBa.

Yrpo3bl 0€30MaCHOCTH TEPCOHATBHBIX JAAHHBIX — COBOKYITHOCTh YCJIOBHH M (PAKTOPOB, CO3IAIONIMX OIMAacHOCTh
HECAHKIIMOHUPOBAHHOTO, B TOM HKCJIE CITY4aliHOro, JOCTYIA K IIEPCOHANIBHBIM JIAHHBIM, PE3YJIBTATOM KOTOPOrO MOMKET CTaTh
YHUUTOXKEHHE, M3MEHEHHe, ONOKMpPOBAaHWE, KOIMPOBAHKE, PACIPOCTPAHEHHE TMEPCOHATBHBIX JIAHHBIX, & TAKKe WHBIX
HECAHKITOHUPOBAHHBIX JCHCTBHUI MPU MX 00pabOTKe B MH(POPMAIIMOHHOMN CHCTEME MIEPCOHATTBHBIX TAHHBIX.

YHUUTOKEHHE TIEPCOHAIBHBIX JIAHHBIX — JICHCTBUS, B PE3YNIBTATE KOTOPHIX HEBO3MOKHO BOCCTAHOBHTH COICPIKAHKC
TIEPCOHAIbHBIX JIAHHBIX B MH(OPMAIIMOHHON CHCTEME TEePCOHANBHBIX JAHHBIX WM B PE3YJIBTATe KOTOPBIX YHUUYTOXKAIOTCS
MaTeprUaIbHbIC HOCUTECIIN NMIEPCOHAJILHBIX JaHHBIX.

YTeuka (Gammuaemoil) wHGOpMAIMM 1O TEeXHHMYECKMM KaHAJaM— HEKOHTPOIMPYEMOE PpaclpoCTpaHeHHe
uHpOpMAIMK  OT HOCWTENsl 3aliaeMold WH(opMalmu udepe3 (QUBHUECKYI0 Cpely [0 TEXHMYECKOrO —CpE/CTBa,
OCYILIECTBIIIONIETO IIepeXBaT HHOPMAaLUH.

Ys3BUMOCTB — CI1a0OCTh B CPEACTBAX 3AIMTHI, KOTOPYI0 MOKHO HCIONB30BATh U1 HAPYLIEHWS CHUCTEMBI I
coziepyKariericsi B Heid MH(opMaImu.

LenocTHOCTH MH(OPMAIMH — CTIOCOOHOCTH CPENICTBA BBIMUCIHUTEIBHOM TEXHHKH WIH aBTOMATH3HPOBAHHOM CHCTEMBI
o0ecrievrBaTh HEM3MEHHOCTh MH(OPMALIMH B YCIIOBUSIX CITyHaiHOTO W/WITH MPEITHAMEPEHHOr0 HCKaXKEHHSI (Pa3pyILCHHsI ).

Monntrnka nHbopmaumoHHon 6esonacHocTu. CTpaHuua 5 ns 20



OBO3HAYEHUA U COKPAILIEHUA

ABC — aHTHBUPYCHBIE CPENICTBA
APM — aBTOMATH3MPOBAHHOE pabovee MeCTO
BTCC — BCIIOMOTaTeNbHbIE TEXHUYECKHE CPEJICTBA U CHUCTEMBI

UCTI[TH — mHdopMaImoHHas cucTeMa IepCOHATTBHBIX TAHHBIX

K3 — KOHTpOJIMpyeMasi 30Ha

JIBC — JIOKaJTbHAs BBIUKCITUTENBHAS CETh

M3 — MEXKCETEBOH IKpaH

HCI — HECaHKIIMOHUPOBAHHBIN JOCTYIT

oC — OTiepallMoOHHas CUCTEMA

I1Ta — IIePCOHAJIBHBIE IAHHBIC

IIMB — IIPOrpaMMHO-MaTeMaTHIECKOe BO3/IEHCTBHE
1(0) — IIporpaMMHOE OOecIieueHre

IIOMHUH — TIOOOYHBIE AJIEKTPOMATHUTHBIC M3TY4CHHS X HABOIKA
CA3 — CHCTeMa aHallu3a 3alUIeHHOCTH

C3U — cpeJcTBa 3alKThl HHQOPMAaLK

C3I1dH — cuctema (MOACUCTEMA) 3AIIUTHI TIEPCOHAIBHBIX JTaHHBIX
COB — cucremMa OOHapyKeHHsI BTOPKESHUIA
TKYU — TEXHHMYECKHE KaHAIbI yTEUKH MH(OpMAIIH

VYBII/IH — yrpo3bl 0e30MacHOCTH MEPCOHAIBHBIX JAHHBIX
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BBEJJEHUE

Hacrosmias Ilonutrka uadopmarmonnoi 6e3onacnoctu (naiee [omutuka) MBOY «Cyraiikacunckas OOLLy
Kanamckoro mynunmmnansaoro okpyra Yysarickorr PecrryOnuku (nayee — Yupexnenune) sBisieTcss opUIMATbHBIM
JIOKYMEHTOM.

[NonuTnka pa3paborana B cOOTBeTCTBUH C TpeboBanusMu DenepanpHoro 3akoHa ot 27 mtons 2006 r. Ne 152-
@3 «O mepcoHaJBHBIX JaHHBIX» W TocTaHoBieHUs [IpaBurenscTBa Poccuiickoit @eneparmu ot 1 HOsOpst 2012 .
Ne 1119 «O6 yrBepkaeHnN TpeOOBAaHHUH K 3alUTE NEPCOHAIBHBIX JIAHHBIX NPU X 00paboTke B MH()OPMALMOHHBIX
CHCTEMaXx MEPCOHAIBHBIX JaHHBIX», HA OCHOBAHHU:
- «Pexomenmanmii mo obecrieueHno 6e30MaCHOCTH NEPCOHAIBHBIX TAaHHBIX MPH UX 00paboTKe B MH(OPMAIMOHHBIX
CcUCTEeMax MEPCOHANBHBIX NaHHBIX», YIBepKIAeHHBIX 3amectuteneM nupexkropa @CTIOK Poccum ot 15.02.2008 r.,
-  «TumoBeix TpeOOBaHMH TO OpraHm3auu W oOecHeyeHWI0  (YHKIMOHHPOBAHUS  IIU(QPOBAIBHBIX
(kpunrorpayecKux) CpeACTB, NpeJHAa3HAYEHHBIX JUIS 3aIIMTHl HWHQOpMalWH, HE CcoAepiKamled CBEIeHUMH,
COCTaBJLSIIOIIMX TOCYJApCTBEHHYIO TalHy B cCilydae W3 HCIIOJNB30BaHUS Uil olecriedeHus 0Oe30MacHOCTH
MEPCOHAJBHBIX JIAHHBIX TpH HMX 00paboTke B HHPOPMAIMOHHBIX CHUCTEMax MEPCOHANBHBIX JAHHBIX),
yTBepxkaeHHbIX pykoBoscTBoM 8 Llentpa @CB Poccnu 21.02.2008 1. Ne 149/6/6-662.

B ITonmutuke onpenencusl TpedoBanus k nepconany UCII/IH, creneHb OTBETCTBEHHOCTH MIEPCOHANA, CTPYKTypa
Y HEOOXOAMMBIH YPOBEHb 3aIIMIIEHHOCTH, CTATyC M JIOJDKHOCTHBIE 00S3aHHOCTH COTPYJHHKOB, OTBETCTBEHHBIX 32
obecrieueHre 0€30MacHOCTH MepcoHaNbHBIX naHHbIX B UCII/IH YupexneHus.

1. OO0mue mMonoKeHU

Lenbro Hacrosimelt [Tonmutuky saBaseTcs obecreuenne 0e30MacHOCTH 00HEKTOB 3aIUThI

yqpemz{eHI/m OT BCCX BHUIOB YIpO3, BHCIIHHUX U BHyTpCHHI/IX, yMI)HJ_U'[eHHbIX U HCNPCAHaAMEPECHHBIX,
MHUHUMH3ALM yiiepoa oT BO3MOXHOM peanu3aiuu yrpo3 6ezonacuoctu [11x (YBIT/IH).

be3onacHocTh MEPCOHAJIBHBIX TaHHBIX JOCTUTACTCA HyTCM HCKIIFOYCHUA HCCAHKIMOHHUPOBAHHOI'O, B TOM YHCJIC
CIIy4alHOro, JIOCTYyIa K MEPCOHAJIbHBIM JAaHHBIM, PE3YJIbTATOM KOTOPOTO0 MOXET CTaTh YHHUTOXKCHHE, U3MEHEHUE,
OJIOKMPOBaHHUE, KOMMPOBAHKE, PACIPOCTPAHCHUE MEPCOHAIBHBIX JAHHBIX, a TAKXKE HHBIX HECAHKIIMOHHUPOBAHHBIX
JIEUCTBUM.

Wudopmanms u cBs3aHHBIE C HEW PeCypchl IODKHBI ObITh JOCTYIHBI JUIs aBTOPU30BAHHBIX MOJIb30BATEINEH.
JI0JKHO OCYIIECTBIISITHCSI CBOEBPEMEHHOE O0HapYKeHHe u pearnpoBanue Ha Y BI1/IH.

JIOIDKHO OCYIIECTBIATHCA NPENOTBpAIllCHHE IPEAHAMEPEHHBIX WIM CIyYaiHbIX, YACTUYHBIX WM IOJHBIX
HECAaHKI[MOHUPOBAHHBIX MOAN(DHUKALIUI WIN YHUYTOXKCHUSI TEPCOHAIBHBIX JaHHBIX.

CoctaB 00BEKTOB 3allUTHI MpeACTaBieH B [lepedHe mepcoHabHBIX NAHHBIX, YKa3aHHOMY B [lonokeHun 00
00paboTKe MEePCOHANBHBIX JaHHBIX.

Cocra UCII[lH, momiexammx 3alure, MpeAcTaBIeH B AKTe 0OCIeIOBaHHS TEKYIIETO COCTOSHUS
TEXHUYECKOH 3aIIUTHI IEPCOHATBHBIX JaHHBIX.

2.00aacTh aecTBUA
TpeboBanust Hacrosimiedl [lonMTHKKM pacHpoCTpaHSAIOTCS HA BCEX COTPYIHHUKOB YUpexkIeHHs (IITaTHBIX,
BPEMEHHBIX, PaOOTAIOIINX 110 KOHTPAKTY U T.II.), @ TAKXKe BCEX MPOUYMX JIUL (TTOAPSIYUKH, ayTUTOPHI H T.I1.).

3. CucTema 3alIUTHI NEPCOHATbHBIX AAHHBIX

Cuctema 3ammTsl iepcoHanbHBIX AaHHBIX (C3I1/IH), cTponTCs Ha OCHOBAHHH:

- AkTa 00cne10BaHHs TEKYIETO COCTOSIHUS TEXHMYECKOH 3aIUThI IEPCOHATIBHBIX TAHHBIX;
- [lepeunst mepcoOHAIBHBIX JAHHBIX, HOMIEKAIINX 3aIINTE;

- AKTOB KiaccuuKaniy HHPOPMALOHHBIX CUCTEM TIEPCOHATIBHBIX TaHHBIX;

- UacTHBIX Mofenelt akTyalbHBIX Yrpo3 U BepostHoro Hapymmurenst UCII/H,

- [lonoskeHuns 0 pa3rpaHUYEHNH NPAB JOCTYIIA K IEPCOHATBHBIM JaHHBIM;

- PykoBomsamux gokymentoB @CTIK u ®Cb Poccum.

Hns obecneuenns 3ammurel  VCIIAH HeoOXommMo coONIONEHWE OpTraHM3AIllMOHHO-TEXHHYECKHX —Mep.
AnMuHHCTpanuel obecrieunBaeTcsi 0€30MACHOCTh MEPCOHAIBHBIX JAHHBIX B COOTBETCTBHM C HEOOXOIUMBIM
YPOBHEM 3aIIMIIEHHOCTH, KOTOpast OnrcaHa B TEXHNYECKOM 3aJlaHNM Ha co3maHue cuctemsl 3ammtsl it UCIT/IH.
B Vupexnmennn ompeneneHsl akTyalbHBIE Yrposbl OesomacHoctu [1J[H, KoTopeie ommcanel B YacTHOH Momenn
aKTyaJbHBIX YTpo3 U BepostHoro Hapymurens MCIT/Ix.

Ilox akTyanpHBIMH yrpo3aMu O€30MACHOCTH TEPCOHANBHBIX JAHHBIX MOHUMAETCSl COBOKYITHOCTh YCIOBUHM U
(hakTOpOB, CO3JAIONINX AKTYaJIbHYIO ONAacCHOCTh HECAaHKIMOHMPOBAaHHOTO, B TOM YHCIE CIy4aifHOro, AOCTyma K
TIEPCOHATBHBIM JAHHBIM TP MX 00paboTke B MH()OPMAIMOHHOM CHCTEME, pEe3ylbTaTOM KOTOPOTO MOTYT CTaTh
YHUYTOXEHHE, W3MEHEHHE, OJIOKMpOBaHME, KOMNHMPOBAHWE, MPEIOCTaBICHHE, PaclpOCTpaHEHHE IepCOHATBHBIX
JIAHHBIX, & TAK)Ke MHBIE HEITPaBOMEpPHBIE IEHCTBHS.
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Yrpo3sl 1-ro THIa aKTyaabHBI A1 HHPOPMAITMOHHOH CHCTEMBI, €CITH JJI He€ B TOM YHCIIC aKTyalbHEI YIPO3HI,
CBS3aHHBIC C HAJTUYHCM HEIOKYMCHTHPOBAHHBIX (HEICKIIAPHPOBAHHBIX) BO3MOXHOCTEH B CHCTEMHOM
MIPOrPaMMHOM OOECIICUYCHHH, HCITOIh3YEMOM B HH(POPMAIIMOHHON CHCTEME.

YTpo3sl 2-T0 THIA aKTyadbHBI I HHPOPMAITMOHHOH CHCTEMBI, €CITH JJIs He€ B TOM YHCIIC aKTyalbHEI YIPO3HI,
CBS3aHHBIC C HAJIMYMEM HENOKYMEHTHPOBAHHBIX (HEACKIAPUPOBAHHBIX) BO3MOKHOCTEH B MPUKIAIHOM
MIPOrPaMMHOM OOECIICUCHHH, HCIIOIh3YEMOM B HH(POPMAIIMOHHON CHCTEME.

Yrpo3sl 3-TO0 THUMA aKTyaJdbHBI JUIS WH(QOPMAIMOHHOW CHCTEMBI, €CIHM JJIi HEe aKTyaJbHBI YTPO3BI, HE
CBS3aHHBIC C HAJWMYUEM HEIOKYMCHTUPOBAHHBIX (HEICKIAPHUPOBAHHBIX) BO3MOXXHOCTEH B CHCTEMHOM U
MIPUKJIATHOM ITPOrPAMMHOM OOCCIICYCHHH, HCITOIh3YEMOM B HH(POPMAIIMOHHON CHCTEME.

Ha ocHOBaHMY 3THX TOKYMEHTOB OIpEeAeTCs] HeOOXOAMMBIA ypoBeHb 3ammuineHHocty [1/1H kaxnoit UCIT I
VYupexxnenns. Ha ocHOBaHMM aHaln3a aKTyaJbHBIX yrpo3 OesomacHoctH [1/IH, omucanHoro B YacTHOH Momenu
aKTyaJIbHbIX yrpo3 u BepositHoro Hapymmrtens MCIIH u Otdera o pe3ynapTaTax MNpOBENEHUS BHYTpPEHHEH
MIPOBEPKE, JICIACTCs 3aKIIOYCHUE O HEOOXOAMMOCTH HCIIONB30BAHMS TEXHHUCCKUX CPEACTB M OPTaHMU3aIMOHHBIX
MeponpusTuid s obecriedenus OezomacHoctu [1/]H. BeiOpaHHBIE HEOOXOAMMEBIC MEPONPHATHS OTPAKAIOTCI B
[Tnane MeponpusATHiA MO 3aLTUTE IEPCOHAIBHBIX TAHHBIX.

s kaxnoit UCIT[IH nomkeH OBITh COCTABIICH CITUCOK MCIONIB3YEMBIX TEXHUYECKUX CPEJICTB 3aIUTHI, a TaK JKe
MIPOrpaMMHOT0 00ecreueHusl, yqacTytoiero B oopadorke I1/1H, Ha Bcex anementax UCII/n:

- APM nonn3o0Barene;

- CepBepa NpuIIoKeHHH;

- CYBJ;

- I'panuma JIBC;

- KananoB nmepenaun B ceTd oOLIero Nosib30BaHust M (MIM) MEKAYHAPOJHOrO OOMEHa, €M M0 HUM MepelaroTcs
I n.

B 3aBucumoctu ot ypoBHs 3amuimieHHoctw MCII[IH u akrtyanenbeix yrpo3, C3II[lH MoxeT BKIOYATh

cIenyIoNe TEXHUYECKUe CpeICTBa:

- aHTUBUPYCHBIC CPECTBA JJIs paOOUMX CTAHIIUI MMOIb30BATEICH U CEPBEPOB;

- CpeICTBa MEKCETEBOI0 AKPaHUPOBAHHSI,

- cpexcTBa Kpunrorpaduyueckoil 3amuTel nHpopMaLuK, IpH Nepeaade 3aliuiiaeMol HH- - GpopMalny mo KaHaiam
CBS3H.

Tak e B CHHCOK JOJDKHBI OBbITh BKJIIOUEHBI (DYHKIIMH 3alIMThl, OOECIIEUYMBAEMbIC HITATHBIMU CpPEICTBAMU
obpaborku [1/ln onepaumonnbiMu cucremamu (OC), npuknamaeiM [0 u  cnenuanbHBIMH - KOMILIEKCAMH,
peanu3youMMy cpeacTBa 3amuThl. CHCOK (YHKIMN 3aIMUTHI MOXKET BKIIIOYATH:
yIIpaBJIEHUE U pa3TpaHUYEeHUE JOCTYIA IOJIb30BaTENCH;
perHCTpaltIO U y4eT AeHCTBUI ¢ nHpopMaIueii;

- o0ecIeuynBaTh EIOCTHOCTD JIaHHBIX;
- IPOU3BOJIUTH OOHAPYIKEHUI BTOPIKEHHUH.

CIHCOK MCTIONBb3yeMBIX TEXHHUYECKHX CPENCTB OTpaxaercs B [lmaHe MeponpusaTHiA MO 3aIUTe MEpCOHATBHBIX
nmaHHBIX. CHHMCOK MCHONB3YyEeMBIX CPEICTB JOJDKEH MOIJICPKUBATHCA B aKTyallbHOM cocTosHuH. [lpn m3meHeHUn
cocTaBa TEXHHYECKHX CpeAcTB 3amuThl win dneMentoB MCII/IH, cooTBeTCTBYIOIINE M3MEHEHHS NOJDKHBI OBITH
BHeceHbI B CIIMCOK M YTBEPIKIEHBI JTUPEKTOPOM Y UPEKICHHSI WITH JTUIIOM, OTBETCTBEHHBIM 33 00€CIIeYeHUEe 3alIuThI
I1/1H.

4. TpedoBanus k nogcucremam C3I11n
C3I1/n BKiIIOUaET B ce0sl CISIYIOMIUE TTOACUCTEMEI:
- YIpaBJIEHHUS AOCTYIIOM, PETUCTPALNHN U yUETa,
- o0ecrieyeHns eIOCTHOCTH M JJOCTYITHOCTH;
- AaHTUBUPYCHOM 3aIMTHI;
- MEXCETEBOI0 SKPaHUPOBAHMUS;
- aHaJIM3a 3aIMIIEHHOCTH;
- oOHapy>KeHUsI BTOPKCHUH;
- KpUNTOrpah)UIecKoi 3aIUTHI.
Honcucremsr C3I1IH nMmeroT pa3auyHblil GyHKIIMOHAT B 3aBucHMOCTH OT kinacca MCIIJIH, onpeneneHHOro B AKTE
knaccuukammy nHGOPMAINOHHBIX CHCTEM MEPCOHAIBHBIX JAaHHBIX. CIHMCOK COOTBETCTBUS (YHKIMH MOACHCTEM
C3I1/H xmaccy 3amuiieHHocTH pencrasiieH B [Iprmmoxernn Ne 1.

1.1 MoacucTemMbl ynipaBJjieHUsl 10CTYIIOM, PETHCTPALIMH M Y4eTa
Iloacucrema ynpaBieHHsT JOCTYNOM, PETUCTPALlMM W ydeTa MpeJHa3sHadeHa Ul pealu3aliH CHEeTYyIOHX

GbyHKIMI:
- HACHTU(HUKAINH U TIPOBEPKa MO UIMHHOCTH CyOBbeKTOB noctyna nmpu Bxozae B MCIIdH;
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- HAEHTU(HUKAINHI TEPMHUHAIIOB, Y3JI0B CETH, KAHAJIOB CBSI3M, BHEITHUX YCTPOWCTB MO JIOTHIECKUM HUMEHaM;

- HAEHTU(HUKAINH POrpaMM, TOMOB, KaTaJIoroB, (aiyioB, 3anKcei, ToJiel 3amuceil Mo nMeHaM;

- peructpauuu BXoza (BbIXOAa) CYOBEKTOB JOCTyNa B CHCTEMY (M3 CHUCTEMBI), JTMOO perucTpanusi 3arpy3kd H
VMHHIHAIA3AUH ONIEPAIlMOHHON CHCTEMBI B €€ OCTaHOBA.

- perucTpanyy MOMNBITOK JOCTYIa IPOrPaMMHBIX CPEZACTB (TIpOrpamM, MPOILECCoB, 3a1ad, 3aJaHni) K 3alHIIaeMbIM
(atinam;

- perucTpanyy HONBITOK JOCTYyNa IMPOrpaMMHBIX CPEICTB K TEpMHUHAJIAM, KaHalaM CBS3W, - MPOrpaMMaM, TOMaMm,
KartayioraM, Qaiinam, 3anucsiM, ToJIsIM 3aITHCeH.

IMoncucrema ynpaBiaeHUs JOCTYIIOM MOXKET OBITh peaji30BaHa C MOMOIIBIO MTATHBIX CpencTB 00padboTku [1/]x
(omeparionnsix cucteM, npwiokernid u CYBJ]). Tak ke Moxer OBITh BHEJAPEHO CHENUAIbHOE TEXHHYECKOE
CPE/ICTBO WJIM WX KOMIUIEKC, OCYIIECTBIISIOLINE JOMOJHHUTEIbHBIE MEpBl 110 ayTeHTH(HKAIMW H KOHTPOJIIO.
Hanpumep, nmpuMeHeHne eMHBIX XPaHWIHI YIETHBIX 3alKCel MOoib30BaTeNeil U perucTpalonHol nHdopmanmy,
UCIIONIb30BaHHE OMOMETPUYECKHX U TEXHHYECKUX (C IMOMOIIBIO AJIEKTPOHHBIX MPOIMYCKOB) MEp ayTeHTU(HUKALUH U

JPYTUX.
1.2 TloacucreMa ofecrieYeHUs MEJTOCTHOCTH M JOCTYIHOCTH

[Noacucrema obecriedeHUs] LETOCTHOCTH M JIOCTYIHOCTH TpeIHa3HadeHa sl 00ecIeveHHs ILEIOCTHOCTH M
nocrynHoctH IT/IH, nmporpaMMHbIX U anmapatHbix cpeacTtB UCII[An YupexxneHus, a Tak e CpeiCTB 3allUThl, Ipu
CIy4alHOM MJIM HAMEPEHHOW MOAN(UKALINH.

[Noacucrema peanusyercsi ¢ MOMOIIBIO OPraHU3AlMU PE3EPBHOIO KOMUPOBAHUS 00pabaTHIBAEMBIX JAHHBIX, a
TaK K€ pe3epBUPOBAHUEM KITFOUEBBIX d1eMeHToB CII/IH.

1.3 MMoncucreMa aHTHBUPYCHOM 3aIIMTHI

[Toxcucrema aHTUBUPYCHOM 3allUTHI MpeAHA3HA4YeHa JUIS O0ECIeUeHHs] aHTUBHPYCHOW 3alllUThl CEPBEPOB M
APM nons3oBateneit UCITIn Yupexnenus.

CpezcTBa aHTHBUPYCHOH 3allIUTHI TIPETHA3HAYEHBI JUIS PETH3aINH CIEAYIOMHX (PYHKIIUIA:
- PE3UACHTHBIN aHTUBUPYCHBIM MOHUTOPUHT;
- aHTUBUPYCHOE CKaHUPOBAHUE;
- CKpUNT-0JOKUPOBAHUE;
- LEHTPAJM30BAHHYIO/YAAJICHHYI0  YCTAaHOBKY/JCHHCTAJULLIMIO  AHTHUBUPYCHOTO  IPOXYKTa,  HACTPOHUKY,
aJIMUHHUCTPUPOBAHKE, IPOCMOTP OTYETOB M CTATUCTHUYECKON HH(OpMaLK 10 paboTe MPOLyKTa;
- aBTOMaTU3UPOBaHHOE OOHOBIICHNE AHTHBUPYCHBIX 0a3;
- OrpaHMYEHHE MPaB IOJH30BATEN HA OCTAaHOBKY MCIIOJHSAEMBIX 3a/ad M U3MEHEHHS - HACTPOEK aHTUBHPYCHOTO
MIPOrPaMMHOI0 00eCIeUeHHs;
- aBTOMaTUYECKHUH 3aIyCK cpasy IOcCie 3arpy3Ku OlepaliOHHON CUCTEMBIL.

INoxcuctema peanusyercsi MyTeM BHEAPEHHS CIIELHUAIBHOTO aHTUBHPYCHOT'O IIPOTrPaMMHOIO oO0ecHedeHHs Ha
Bce anementsl MCITIH.

1.4 TlopcucTeMa MeKCeTeBOro SIKPAHUPOBAHUSA

INoxcucTema MeKCETEBOr0 SKPaHUPOBAHNA NIPEAHA3HAYEHA TS PeaIu3aliy CIeIYIOMMX (HYHKIIN:
- punbTparmu oTKpHITOrO U 3armudpoBaHHOro (3aKpeiToro) IP-Tpaduka mo crepyronmM napamerpam;
- (hUKcaluy BO BHYTPEHHHX XKypHAJIaX HHPOPMALMH O MPOXOIIEM OTKPBITOM U 3aKphIToM IP-Tpaduxe;
- UISHTHOUKAIMN U ayTeHTH()UKALMIO aIMHHHUCTPATOpa MEKCETEBOr0 SKpaHa IPH €ro - JIOKAIBHBIX 3alpocax Ha
JOCTYT;
- peructpanuy Bxoja (BBIXOIA) aqMHHHACTPATOpa MEXKCETEBOTO SKpaHa B CHCTEMY (M3 CHCTEMBI) JINOO 3arpy3Kd U
WHUIUATM3ALAN CUCTEMBI U €€ IIPOrpaMMHOI0 OCTaHOBA;
- KOHTPOJIS LIEIOCTHOCTH CBOEH MPOrpaMMHON U MH(GOPMAIOHHON YacTH;
- (WIbTpalUK MAKETOB CIIY)KEOHBIX MPOTOKOJIOB, CIYXKALIMX U JHATHOCTHKU U YIpPaBJICHUS pabOTOH CETeBBIX
YCTpPOICTB;
- (uipTpanMM ¢ yd4eToM BXOIHOTO M BBIXOJHOTO ceTeBOro MHTepdeiica Kak CpencTBO MPOBEPKU IOUTMHHOCTH
CETEeBBIX aJ]PECOB;
- PEerucTpalyy ¥ ydeTa 3alpaninBacMbIX CEpPBHCOB IPHUKIATHOTO YPOBHS;
- OJOKMPOBaHUS MOCTyNA HEHICHTH(OUIUPOBAHHOTO OOBEKTa WIH CyOBEKTa, MNOMIMHHOCTb KOTOPOrO MpH
ayTeHTU(UKaIUK He IIOATBEpANIIach, METOIaMH, YCTOHYMBBIMY K IIEPEXBaTY;
- KOHTPOJIS 38 CETEBON aKTHBHOCTBIO NPHIIOKEHU I N OOHAPYKESHHS CETEBBIX aTak.

[Noxcucrema peanusyercst BHEAPEHHEM HPOrPaMMHO-AIMAPAaTHBIX KOMIUICKCOB MEKCETEBOIO KPaHUPOBAHUS
Ha rpanuie JICB, kinaccom He HIDKE 4.
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1.5 HoacucreMa aHAIN3A 3alHIIEHHOCTH
IMogcucrema anHanm3a 3alIMINEHHOCTH, JO/DKHA OOECHEUYMBATH BBIABICHHUS YSI3BUMOCTEH, CBS3aHHBIX C
ommbkamu B koH(urypamuu 110 UCII/IH, KoTopsle MOT'YT OBITH MCHOJIB30BaHBI HAPYLIMTENEM ISl pean3aiui
aTaK{ Ha CUCTEMY.
@OyHKIMOHAN TOACHUCTEMBI MOXET OBITh pealu30BaH IPOTPAMMHBIMH ¥ IIPOTPaMMHO-aINapaTHBIMU
CpEICTBAMH.
1.6 MMoacucrema odHApyKEeHUsT BTOPKEHUH
IMoxgcucrema oOHapykeHHsS BTOPXKEHHH, JODKHA OOECTIeYMBaTh BBIIBJICHHE CETEBBIX aTaK Ha AJIEMEHTHI
NCTIIH, mOaKITFOYEHHBIC K CETSIM OOIIEro MOTb30BaHuUs | (FJIH) MEXKIyHApOTHOT0 OOMCHA.
OyHKIMOHAN IOACHUCTEMBI MOXET OBITh pealu30BaH IPOTPAaMMHBIMH UM IIPOrpaMMHO-aNIapaTHIMU
CpEICTBAMH.
1.7 Moacucrema KpUnTOrpaguIecKon 3aIMTHI
IMogcucrema kpunrorpaduyeckold 3amuThl NpeAHasHayeHa [yt uckimrodennss HCJl k  3ammmmaemoit
nndopmanmu B UCII[In Yupexnenus, npu ee rnepefadyr Mo KaHajlaM CBS3U CeTeld OOIIero Mmojb30BaHMs U (WIIN)
MEXIYHapOIHOTO OOMeHa.
[Noacucrema peanusyercs BHEAPEHHEM KPUNTOrpapuIeCKUX MPOrpaMMHO-ANNapaTHBIX KOMILIEKCOB.

Moab3oBaTeau UCIIIn
B UCTI/IH YupexaeHuss MOXKHO BBIICIHTE CICAYIOIIME TPYIIIBI MOJIh30BaTeNIeH, YUaCTBYIOIIUX B 00paboTKe U
xpanenuu [1/1x1:
- AnmunuctpaTtopa UCIdH;
- AnmunuctpaTopa 6esonacuoctu UCII/IH;
- Omnepatopa APM,;
- AIMUHHCTpATOpPA CETH;
- TexHr4ecKoro crieruanucta 1mo o0cIy)kKMBaHHIo neprudepuitHoro o0opynoBaHus;
- [Iporpammuct-pazpadorunx MCI1/H.
JaHHbIE O TpyIax MOJb30BaTENsIX, YPOBHE MX JOCTYNa M WH()OPMHPOBAHHOCTH IIOJDKEH OBITH OTPAXKEH B
[TonoxeHnu o pa3rpaHUYCHUH MIPAB TOCTYIA K MIEPCOHATBHBIM JaHHBIM.

1.8 Anmunuctparop UCIIIn

Anvunuctparop UWCIIAH, coTpyaHuk VYupexIeHHs, OTBETCTBCHHBI 3a HACTPOWKY, BHEIpPEHHE U
conpoBoxaenue MCII/IH, obecnedrBaer (yHKIMOHMPOBAaHUE MoJCHCTeMbl yrpasienus pocryrnom WCIIIH u
YIIOJTHOMOUYEH OCYLIECTBIISATh MPENOCTABICHUE U pa3rpaHUuCHUE JOCTyIa KOHEYHOro noib3oBaTeis (OmepaTopa
APM) K 31eMeHTaM, XpaHALIIM epCOHATbHBIE TaHHbIE.

Anmvunuctparop UCII/IH obnanaer ciaeayronmM ypoBHEM J0CTYIA U 3HAHUIL:
- obyafaeT nonHou MH(pOPMAIUeH 0 CHCTEMHOM U MPHKIATHOM IporpaMmMHoM obecrieuenun VICTT/Tx;
- obyafaeT nonHou MH(pOpPMAIUel 0 TeXHMYeCKUX cpecTBax u koHuryparmu UCIT/IH;
HMeeT JOCTYII KO BCeM TEXHHUYECKUM cpeacTBaM o0padoTku nuHpopManun 1 gaHHeM MCI1/IH;
- o0JyafiaeT mpaBaMu KOHQHUTYPUPOBaHUS U aIMUHUCTPATHBHON HACTPOWKH TexHuyeckux cpeacts UCIT/H.

1.9 Anmunuctparop 6ezonacnoctu UCI1/In

Anmvunuctparop 6e3omacHoctu MCIIJIH, coTpyaHuK YupekaeHHs, OTBETCTBEHHBIM 3a (DYHKIMOHHPOBAHUE
C3I1/H, Brimtoyas oOCITy)KUBaHHE U HACTPOWKY aJIMUHICTPATUBHON, CEPBEPHON M KIIMEHTCKON KOMIIOHEHT.

AnvuaucTpatop 6e3onacHoctu UCII/IH obnagaer crieayromuM ypoBHEM TOCTYTIA ¥ 3HAHUH:
- obnamaer npasamu Anmuauctpatopa UCII/Ix;
- obnagaer nonuoi uHpopmanuei 06 UCI1/IH;
- UMeeT JOCTYN K CpPEeICTBaM 3aIlUThl MH(QOPMAIMU W IMPOTOKOIMPOBAHHMSA M K YAacTH KIIIOUEBBIX OSJIEMEHTOB
NCIIH;
- HE WMEET IpaB AOCTyNa K KOH(UTYPHUPOBAHMIO TEXHWYECKUX CPEACTB CETH 3a HCKIFOUYCHHEM KOHTPOJIBHBIX
(MHCIIEKITNOHHBIX).

AnvuaucTpatop 6e3onacaoctu UCIIH yromHOMOUeH:
- peanM30BBIBATh MOJHMTHKY Oe3omacHocTn B vacth HacTpoiikm CK3M, MexceTeBBIX 3KpPaHOB U CHCTEM
oOHAapy)KeHHs aTak, B COOTBETCTBHH C KOTOPHIMH moib3oBaTenb (Omepatop APM) momydaer BO3MOXXHOCTB
paborats ¢ anemenTamu UCIH;
- OCYIIECTBIISATH AYANT CPEACTB 3aAIIUTHI;
- YCTaHABJIMBATH JOBEPHUTEIbHbBIE OTHOIIEHNS CBOEH 3AIIMIIEHHON CETH C CeTAMU Ipyrux OpraHu3amui.
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1.10 Onepatop APM

Omnepatop APM, corpyanuk YupexnaeHus, ocymiecTBisitomuii oopadorky I1/{n. O6padorka I1/H BKiIrOUaer:
BO3MOXKHOCTH mpocmotpa I1/{H, pyunoit BBoxn I1ln B cucremy MCII/IH, ¢opmupoBaHKe CHpaBOK M OTYETOB IO
nHopmanuy, nomydenHod n3 MHCIIJIH. Omepatop He MMeEET TOJHOMOYMH JUIS YHPABIEHHS ITOICHCTEMaMH
00pabotku gaHubIX 1 C3I1/]H.

Onepatop UCII/IH obagaer CieayromuM YpOBHEM TOCTYIIA ¥ 3HAHUIL:
- o0yaiaeT BceMU HEOOXOAMMBIME aTprOyTaMu (HarpuMmep, maposieM), 00ecIIeunBarONMMHU JOCTYII K HEKOTOPOMY
noaMHoxecTBy T1]1H;
- pacrionaraeTr KoH(QUIEHINAIbHBIMA JIAHHBIMHU, K KOTOPBIM UMEET JJOCTYIL.

1.11 AxMuHHCTPATOP CeTH

AJIMHHHCTpATOP ceTH, COTPYIHUK YupexaeHus, OTBETCTBEHHBII 3a (hyHKIMOHUPOBAHHE
TeraekoMMyHuKannoHHon mnoxacuctemMbl MCIT[H. AIMUHUCTpaTOp CETH HE MMEET MOJHOMOYMM ISl yIpaBiCHH
MoJIccTeMaMK 00pabOTKH TaHHBIX U 0E30MaCHOCTH.

AJIMUHHCTPATOp CeTU 00JIaacT CICAYIOIIMM YPOBHEM JIOCTYIIA ¥ 3HAHUI:
- o0yafaeT 4acThio HH(pOpMAaLUK O CHCTEMHOM M NPUKIIAAHOM IporpaMmHoM obecnieuennu MCIT/H;
- o0yafaeT yacThio HH(pOpMaInK 0 TEXHUYECKUX cpejcTBax u konduryparmmu UCI/IH;
nMeeT (PU3NIECKUMN TOCTYI K TEXHUUIECKUM CPEICTBAM 00padOTKK WHGOPMAIIMK U CPEICTBAM 3aIIUTHI,
- 3HAET, 110 MEHbIIIEH Mepe, OJJHO JIETAIbHOE UMSI IOCTYyTIA.

1.12 Texuuyeckuii cieqUAJHCT MO 00CTY:KHBaHUI0 NepudepuiiHoro ofopyroBanus
TexHUYeCKUil CHenuasicT MO OOCITY)KUBAHUIO, COTPYAHHK YUpPEXKICHHS, OCYIIECTBISET OOCIY)XHBaHHE U
HacTpoiiky nepudepuiitHoro odopynoBanusi MCIIJIH. TexHudeckuil crienualucT MO OOCIY)KUBAHUIO HE HMeEET
nocryna K [1/1H, He UMeeT TOTHOMOYMIT JJIsl YIIPaBIIeHHUS TTOJICHCTEMaMH 00paOOTKH JIAaHHBIX M 0€30MaCHOCTH.
TexHUYeCKuii CIeaIucT 1Mo 00CTY)KUBAHHIO 00JIaIaeT CIETYIOIIMM YPOBHEM JIOCTYIA M 3HAHHH:
- o0yafiaeT 4acThio HH(pOpMaLUK O CHCTEMHOM M NPUKIIAJAHOM IporpaMmHoM obecnieuennu MCIT/H;
- o0JaziaeT 4yacThio HH(pOpMALINK O TEXHUYECKUX cpejcTBax U koHpuryparmu UCI/IH;
3HaeT, 110 MEHbIIEH Mepe, OIHO JIETAJIbHOE UM JIOCTYTIA.

1.13 porpammucr-pazpadorunk UCII/In

[porpamMMucTsI-pa3paboTYMKN (IIOCTABIIMKH) HPHMKIAJHOIO MPOTrPaMMHOIO O0ecreueHus, odecreunBaronue
€ro CONpOBOXKICHHWE Ha 3amuiiaeMoM o0bekTe. K [aHHOM rpymnme MOTryT OTHOCHUTBCS KaK COTPYAHUKH
VYupexneHus, Tak 1 COTPYAHUKU CTOPOHHUX OpraHU3aLuil.

DU3NYECKOE U0 ITOM KaTErOpUH:
- obnagaer nHdopmarmei 06 anropuTMax u nporpamMmmax oopadorku uapopmanun Ha UCI/IH;
- obylazaeT BO3MOXKHOCTSAMH BHECEHHS OIIMOOK, HEICKJIapHPOBAHHBIX BO3MOXKHOCTEH, MPOrPaMMHBIX 3aKIAJIOK,
BPEOHOCHBIX mporpamMMm B mporpammHoe obecniedenne MCII/IH Ha cramuu ee pa3paOOTKM, BHEAPEHUS U
COIIPOBOXKIICHUS;
- MOXET pacIrojarath JoObIMH (parMentamMu uHpopMmamuu o tononorud WCIIJIH M TeXHWYECKHX CpeacTBax
00pabotku u 3aumthl [1/1H, oOpabareiBaembix B UCITJH.
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2 TpeGoBaHus K MepcoHAITY 1o odecrneveHuio 3ammTsl I In

Bee corpymnuxmn VYupexaeHus, sistomuecs nonb3oBarerasiMu MCIIJH, DOMKHBI 4YeTKO 3HATB M CTPOrO
BBINOJHATh YCTAaHOBJICHHBIC TIPAaBWIA M OOS3aHHOCTH IO JIOCTYNY K 3allUIaeMbiM OOBEKTaM M COONIOJCHUIO
MIpUHATOro0 pexxuma 6ezomacuoctu [1/1H.

[Ipu BCTyIUIEHNN B JOJKHOCTH HOBOT'O COTPY/THHKA HETIOCPECTBEHHBINH HaYalIbHUK MO/IPA3/IeIeHHs], B KOTOpOe
OH IIOCTYNIAeT, 00s3aH OpraHM30BaTh €ro O3HAKOMJIEHHE C JIOJDKHOCTHOM HMHCTPYKUIHEH W HEOOXOIMMBIMHU
JOKyMEHTaMH, perilaMeHTUPYIOmMMU TpeboBanus mo 3ammre [1/]H, a Taxke oOydeHHe HaBBIKAM BBITOJHEHHS
TIpoLeyp, HEOOXOANMBIX IJIsl CAHKIIMOHHPOBAaHHOTO Mctoib3oBanus UCI1/IH.

CoTpyIHHK JOJDKEH OBITh O3HAKOMJIEH CO CBEICHMSAMHM HacTosmel [TomuTHKy, NpUHATHIX MpoLenyp padoTs ¢
snementamu UCIIIn u C3I1H.

CotpymHuKH YUpexXIeHUs, UCTIONB3YIONINE TEXHUUECKHE CPEICTBA ayTeHTH(UKAINK, JOJKHBI 00ecrieunBaTh
COXPaHHOCTh UJICHTU(PHUKATOPOB (IJIEKTPOHHBIX Kitoueil) u He pomyckats HCJI k HUM, a Tak jke€ BO3MOXKHOCTh HX
yIepu WIM UCIONB30BaHUA TpeTbUMHU JuuaMu. Ilonbp3oBaTenu HeECyT NEpPCOHANBHYIO OTBETCTBEHHOCTh 3a
COXPaHHOCTh UAEHTU(HKATOPOB.

CorpynHuku YUpexJeHus J[JOKHBI CJEel0BAaTh YCTAaHOBIEHHBIM IPOLEAYpaM MOJAEPKaHUS pexuMa
6ezomacuocty [1/[H npu BbIOOpEe M HCIONB30BAaHMM Taposiell (€CaM He HWCIONb3YIOTCS TEXHUYECKUE CpPeACTBa
ayTeHTH(UKAINN).

CotpynHukH YUpexkIeHUs! JOIDKHBI 00eCIeYrBaTh HAJIEKAIIYI0 3alUTy 00OpYIOBaHMS, OCTaBIIIEMOro 0e3
MIPUCMOTpPa, OCOOEHHO B TEX CIydasx, KOrjia B IMOMEIEHNE UMEIOT JOCTYI IIOCTOPOHHKUE JHlia. Bee monp3oBaTenu
JIOJDKHBI 3HaTh TpeboBaHus 1o OesomacHoctH IIJIH W mpoueaypsl 3amuTbl 00OpYIOBaHMS, OCTABIEHHOrO 0Oe3
HPUCMOTPA, a TAKIKE CBOU O0S3aHHOCTH MO 00ECIICYCHUIO TAKOM 3aIlUTHI.

CoTpynHHMKaM 3ampeniaercss YCTaHaBIUBATh MMOCTOPOHHEE MPOrpaMMHOE oOecredeHHe, MOJKIIoYaTh JTMYHbIe
MOOWJIbHBIE YCTPOMCTBA M HOCUTEIH UH(OPMAIINH, a TaK JKE 3aITChIBATh HA HUX 3allUIAeMyI0 HH(POPMAIIHIO.

CoTpyIHHMKaM 3alpelaercs pa3rianars 3allun@aeMyro HHOpMaInio, KOTopast cTajla UM W3BECTHA MpH paboTe
¢ MH(POPMAIIMOHHBIMH CUCTEMaMH Y UpPEIK/ICHNS, TPETHHUM JIHLIAM.

[Tpu padore ¢ I1Jn B UCII[IH coTpynnuku YupexieHus 00s3aHbl 00ECIEUHUTh OTCYTCTBHE BO3MOXKHOCTH
npocmotpa I1JIa Tperbumu munamMmu ¢ MOHUTOpOoB APM i TepMHUHATIOB.

Ipu 3aBepuiennn paborel ¢ UCII/IH coTpyanuku 00s3aHbl 3amutuTh APM M TepMUHABI C TOMOIIBIO
OJIOKMPOBKM KJIIOYOM MWJIM DKBHUBAJIEHTHOTO CPEACTBAa KOHTPOMS, HAIpHUMep, JOCTYIOM IO Mapoilio, €CId He
UCIIONB3YIOTCS O0Jiee CHIIbHBIE CPECTBA 3aLIUTHIL.

CoTpyaHHUKH YUpEeKASHUS TOIDKHBI OBITH MPOHH(GOPMHUPOBaHBI 00 yrpo3ax HapyLICHHS peKHMa OE30MacHOCTH
[IIn 1 orBercTBeHHOCTH 3a ero HapymieHue. OHM JOJDKHBI ObITh O3HAKOMIICHBI C YTBEPIKICHHOW (OpMasIbHOM
MPOLEAYPON HAJOXKEHUS! [IUCLUUILUIMHAPHBIX B3bICKAHUM Ha COTPYIOHUKOB, KoTopble Hapymmnu Ilomutuky
nHpopManMoHHO# 6e30nacHOCTH U npoueaypsl 0ezonacuoctu [1/1H.

CorpynHuku 00s3aHbl O€3 MPOMEJICHUsI coo0IaTh 000 BCEX HAOIIOJAEMBIX WM TMOJ03PUTENBHBIX CIydasx
padotst UCI1/IH, Morymux noByieds 3a co0oi yrpo3sl 6e3omacHocty [1/1H, a Taxke O BBISBICHHBIX MU COOBITHSX,
3aTparuBarommx Oe3onacHocTh I1JIH, PYKOBOICTBY MOIpA3feNeHUs M JIMIY, OTBEYAIOLIEMY 3a HEMEIIEHHOE
pearupoBaHue Ha yrpo3sl Oezonacuoctu [11H.

3. JIo1:KHOCTHBIE 00513aHHOCTH MoJib3oBaTeeit UCIIIn

JomxHocTtHbIe 00s13anHOCTH Tonb3oBateneit MCII/IH onucaHbl B CleqyIOINX TOKYMEHTAX:
- NucTpykmmsa apmunuctparopa UCIIIH;

- NHCcTpyKTms apmMuamncTpatopa 6ezomnacHocti UCII/IH;
- NucTpykums nonp3oBatens UCIIIH.
OtBerctBeHHOCTD coTpynHuKoB MCIL/IH YVupexaeHus.

B cootBerctBuu co ct. 24 @enepansHoro 3akoHa Poccuiickoit @eneparmu ot 27 mrons 2006 r. Ne 152-03 «O
MIEPCOHATBHBIX JAHHBIX» JIMI[A, BUHOBHBIE B HapyIICHWH TpeOoBaHMiI maHHOro PenepambHOTO 3aKOHA, HECYT
TPOXIAHCKYI0,  YrOJOBHYIO,  aJMHUHHCTPATUBHYIO, IUCHMIUIMHAPHYIO W  HHYIO  IPEIyCMOTPEHHYIO
3aKOHOAATeNbCTBOM Poccuiickoit denepanuu OTBETCTBEHHOCTD.

JeiicTByromee 3aKOHOMATENHCTBO P® TO3BONSIET TPENBABIATH TPeOOBaHUS MO OOECIICUCHUIO Oe30MacHOMN
pabotsl ¢ 3ammmaeMold MH(OpPMALHEH U MPEIyCMAaTPHUBACT OTBETCTBEHHOCTh 3a HAPYIIEHHE YCTaHOBIICHHBIX
MpaBwII dKCIUTyaTarmu DBM u cructeM, HEMpaBOMEpHBINA TOCTYI K MH(DOpMALNH, €CIH 3T NICHCTBUS MPUBEIH K
YHUYTOKCHHUIO, OJIOKUPOBAHUIO, MOIU(HUKAIIMK WHPOPMAIMK WM HapymieHuto paborst OBM mmm cereit (ctaTbu
272,273 n 274 YK PD).

Anvuauctparop UCIIIr n agmuanctpaTtop 6e3onacHoctu UCII/H HECyT OTBETCTBEHHOCTH 3a BCE JICHCTBUA,
COBEpIIEHHbIE OT MMEHH HX YUYETHBIX 3alliCeil WM CHCTEMHBIX YYETHBIX 3amuceil, ecam He IoKazaH (akT
HECAaHKIIMOHNPOBAHHOT'O UCITOJIb30BAHMS YIETHBIX 3aITHCEH.

Ilpn HapymeHWAX COTpyAHHUKaMH YupexnaeHuss — monb3oBatened VCIIJIH mpaBui, CBS3aHHBIX C
6ezomacHocteio [1/[H, OHM HECyT OTBETCTBEHHOCTh, YCTAHOBJICHHYIO JCHCTBYIOUIMM 3aKOHOAATEIHCTBOM
Poccuiickoit ®enepanum.
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[IpuBenenHsle BbImIe TPeOOBaHUS HOPMATHBHBIX JOKYMEHTOB IO 3amiuTe HWH(OPMALUM JIODKHBI OBITH
orpaxeHsl B [lonokeHnsIX o mojpasfeneHusIx YupexaeHus, ocymecTsisitomux obpadorky I1n B UCIIIH u
JOJDKHOCTHBIX MHCTPYKLHUAX COTPYAHUKOB Yupexxnenuu.

Heob6xonnmo Baectn B IonokeHnst o moapasfeneHusx YUpexaeHus, ocyllecTBIsonmx oopadorky [1/1H B
UCIT[In cBenenuss 00 OTBETCTBEHHOCTH MX PYKOBOJMTENCH ¥  COTPYIHHKOB 3a pas3IiallleHne |
HECaHKIIMOHUPOBAaHHYIO Moanukanuio (uckaxenne, ¢anscnpukanmio) [1/IH, a Takxke 3a HempaBoMepHOE
BMEIIATEIbCTBO B ITPOLIECCHl X aBTOMATH3MPOBAaHHON 00pabOTKH.

4.CnHCOK HCTI0JIB30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMAaTHUBHO-TIPABOBBIMHA U METOJMYECKUMH JOKYMEHTaMH, Ha KOTOPBIX 0a3HpyeTcsi HacTOsIIee
[Tonoxenue ABISAIOTCA:

1 ®enepanbrbiii 3akoH ot 27.07.2006 1. Ne 152-®3 «O mepcoHanmpHBIX HaHHBIX» (manee — D3 «O
MIEPCOHATBHBIX JaHHBIX»), YCTAHABIMBAIONIMH OCHOBHBIE TPHHIMIIBI W ycioBus oOpaborkm [1/H, mpaBa,
00513aHHOCTH W OTBETCTBEHHOCTh YYaCTHHKOB OTHOLIECHUH, CBSI3aHHBIX ¢ 00paboTkoii [1/]H.

2 Iocranosnenue IlpaBurenscrtBa Poccuiickoid @eneparun ot 1HosA0pst 2012 1. Ne 1119 «O6 yrBepkaeHNH
TpeOOBaHMI K 3aIIMTE NEPCOHANBHBIX JaHHBIX MPHU UX 00paboTKe B MH(OPMAIMOHHBIX CHCTEMaX MEPCOHATBHBIX
JAHHBIX».

3 «IlonoxxeHne 00 0COOECHHOCTSIX OOPaOOTKH MEPCOHANBHBIX JAHHBIX, OCYIICCTBISICMON 0€3 HCIONb30BaHUS
CpeJlICTB aBTOMaTH3aIumny», yTBepxkaeHHoe [TocranoBinenuem [IpaBurennsctea PO ot 15.09.2008 1. Ne 687.

4 «TpeOoBaHMs K MaTepHAIbHBIM HOCHUTEISIM OHOMETPUYECKHX IEPCOHAIBHBIX JIAHHBIX M TEXHOJIOTHIM
XpaHCHUA TaKUuX JAaHHBbIX BHEC I/IHd)OpMaLH/IOHHI)IX CHUCTEM TNEPCOHATBHBIX JaHHBIX)», YTBEPKACHHBIC
IToctanoBnenuem IIpasurenscrea PO ot 06.07.2008 r. Ne 512.

5 HopmaTtuBHO-MeTOAMYECKHE HOKyMeHThl @DenepalbHOM CIyXObl 1O TEXHUYECKOMY M IKCIIEPTHOMY
koHTpOomo Poccutickoit deneparmu (manee - ®CTOK Poccun) mo obecrnedenuto Oe3omacHoctu [1J[H mpu mx
oopabotke B UCIT/H:

6 PexoMeHmanuu 1o oOecHeueHHIO O€30MacHOCTH IEePCOHANBHBIX JaHHBIX NPH HX 00paboTKe B
UH(OPMAILIMOHHBIX CUCTEMAaX MEPCOHANBHBIX TaHHBIX, YTB. 3aM. nmupekropa PCTIK Poccun 15.02.08 T.

7 OCHOBHBIE MEPONPHUATHSA O OpPraHM3alUM M TEXHUYECKOMY OOECICUCHHIO Oe30MIaCHOCTH MNepCOHAIbHBIX
JIaHHBIX, 00pabaThiBaeMbIX B MHPOPMAIIMOHHBIX CUCTEMax MEPCOHANBHBIX JAHHBIX, yTB. 3aM. aupekropa CTOK
Poccun 15.02.08 r. (ACII)

8 ba3oBast Mozmenb yrpo3 OE30MACHOCTH IEPCOHAJBHBIX IAaHHBIX HPH HX 00pabOTKe B HMH(OPMALMOHHBIX
CHCTEMax MepCOHANBHBIX JaHHBIX, YTB. 3aM. nupektopa PCTIK Poccun 15.02.08 r.

9 Meroauka onpenesieHus] aKTyallbHBIX Yrpo3 O€30MacHOCTH IMEPCOHAJbHBIX AAaHHBIX MPU HUX 00paboTKe B
MH(OPMAIIMOHHBIX CHCTEMaX NePCOHANBHBIX AaHHBIX, yTB. 3aM. aupekropa ®CTIK Poccun 15.02.08 r.
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Hpunoxenue 1

Ne [Tnan - mepeYeHs TEXHMYSCKUX MEPOIPHSITUI 1o odecnieueHuu Oe3omacHocTr UCIIT K3 K2 K1
| B noacucreme ynpaBieHus: JOCTYIIOM:
Peanu3oBaTh naEHTU(QHUKALUIO U TIPOBEPKY MOITHHHOCTH CYOBEKTOB JIOCTYIIa IPH BXOZE B
1 onepauuonnyto cuctemy MCIT/IH o maposo yca0BHO-TIOCTOSIHHOTO JEHCTBHUS, NJTMHON HE MEHee + + +
1ecTH OYKBEHHO-IIM(PPOBBIX CUMBOJIOB;
PeanuzoBaTh HACHTH(PHUKAIMIO TEPMUHAIIOB, TEXHHUSCKUX cpeacTB 00padorku I1/1H, y3mor MUCII/IH,
2 KOMITBIOTEPOB, KaHAIIOB CBs3H, BHEIHUX ycTpoiictB MCII/IH o ux normyecknuM uMeHaM (aapecam, - + +
HOMeEpam);
PeanuzoBaTh HICHTHU(QUKAIHMIO TPOTPAMM, TOMOB, KaTaoros, (aiyios, 3amuce, moJiei 3ammucei mo
3 HMEHAaM,; B + +
Peann3oBaTh KOHTPOJIB JOCTYIA CYOBEKTOB K 3al[HIAEMBIM PECYpCaM B COOTBETCTBHH C MaTpHILIEH
4 JIOCTYIIa; B + +
npu Hanmuuu noaxitoueHus: VICIT/IH k ceTsiM 00Iero noinb30BaHus TOMKHO TPUMEHSTHCS He nuxe 5-ro He Hmke 4-ro He vmxe 3-ro
5 MEXCETEeBOE SIKPaHUPOBAHUE. YPOBHS YpOBHS YPOBHS
3aLHUIIEHHOCTH 3aLHUIIEHHOCTH 3alIMIIEHHOCTH
st obecrieuenust 6e3onacHoro MexcereBoro B3aumozaeiicteust B ICII/IH st pa3HbIX KJIacCoB He nmxe 5-ro He amxe 4-ro He nuxe 3-ro
6 HEOOXOAMMO HCIOJIb30BaTh MO YPOBHS YPOBHS YPOBHSsI
3aLMIIEHHOCTH 3alMIIECHHOCTH 3aIIMIIIEHHOCTH
T CpencTBo 3alyThl OT IPOrpaMMHO MaTeMaTHueckux Bo3neiicteuii (IIMB):
Peann3oBaTh MACHTU(DUKALMIO U ayTeHTH(HUKALIMIO CyOBEKTOB JOCTYIA IIPH BXOJE B CPEICTBO
3aIIUTHI OT MIPOrPAMMHO MaTeMaTudecKux Bo3aekctuii (IIMB) u nmepes BrIIONHEHIEM UMU JIFOOBIX
1 orepanyii 1o yrpasiieHuto GpyHKuusiMu cpenctsa 3amuTel ot [IMB 1o naposro (unu ¢ + + +
HCIIONB30BAaHUEM MHOTO MEXaHU3Ma ayTeHTH(HUKALMN) YCIOBHO-TIOCTOSHHOTO ASHCTBUS JUIMHOM He
MeHee MIeCTH OYKBEHHO-IM(POBBIX CHMBOJIOB;
2 OcCymecTBIATE KOHTPOIB JTIOOBIX TeHCTBUI CYOBEKTOB JOCTYIIA 10 YIIPaBICHHUIO () YHKIIMAMHU + + +
cpenctpa 3anmthl oT [IMB ToIbKO mocie MpOBEACHNUS €ro YCIEIHOW ayTeHTH(OUKALIN,
3 [IpexycMoTpeTs MexaHU3MBI OJIOKHPOBAHMS JOCTYIA K cpeacTBaM 3amuThsl oT [IMB npu BrIOTHEHHH + + +
YCTaHABIMBAEMOr'0 YHCJIa HEYAaYHbIX MTOMBITOK BBOJA MApPOJLs;
4 Heo6xoaumo nmpoBoauTh HASHTU(GUKAIHUIO (haiiiioB, KaTaJlOroB, IPOrpaMMHBIX MOAYIIEH, BHEITHUX + + +

YCTPOMCTB, UCIIOJIb3YEMBIX cpecTB 3amuThl 0T [IMB;

B noacucreme perncrpanuu u yaera:
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OcymiecTBISATh pErCTPaNHIo BXo/a (BbIX0/a) CYOBEKTa T0CTyIa B CHCTEMY (M3 CUCTEMBI), JTHOO
peTHCTpaIMIO 3arpy3KN ¥ MHULMAINA3AINH OIIepallMOHHON CUCTEMBI U €€ TIPOrpaMMHOT0 OCTaHOBA.
Perucrpanust BbIXoaa U3 CUCTEMBI HJIM OCTaHOBA HE MPOBOJMTCSI B MOMEHTHI alapaTypHOro
orkimrouenus CIT/IH. B mapamerpax perucrpaiiiy yka3blBaloTcs 1aTa U BpeMs BXo/a (BbIX0/a)
cyOBeKTa ocTyIa B cucTeMy (M3 CUCTEMBI) WITH 3arpy3Kd (OCTaHOBA) CHCTEMBI;

[TpoBomUTH y4eT Bcex 3alMIaeMbIX HOCUTENEH HHPOPMAIMK C TOMOIIBIO HX JIFO00H MapKHPOBKH U C
3aHECEHHEM YUYETHBIX JaHHBIX B )KypHAIN (YUETHYIO KapTOUKY);

[IpoBonuTh perucTpanuio BXo/a/Bbxojia CyObeKTOB JJOCTYIIa B CPeCTBO 3amuThl oT [IMB,
perucTpanuio 3arpy3ku 1 MHUIMAIM3aluy 3TOr0 CPEACTBA U €€ IPOrpaMMHOI0 OcTaHoBa. B
rapameTpax perucTpanry yKa3bIBaeTcs BpeMsl | J1aTa BXOa/BbIX0/ja CyOBEeKTa J0CTyIa B CPEACTBO
3anmtsl oT [IMB nnu 3arpy3ku/octaHoBa 3TOro CpescTBa, a TAKKe WASHTUPHUKATOP CyObeKTa
JIOCTyIa, MHUIIMUPOBABLIErO JaHHbIE IeHCTBHUS;

[TpoBOaUTH perucTpaiuio coobITHi PoBepKH U oOHapyxenus [IMB. B napamerpax perucrparmm
yKa3bIBAIOTCS BpeMs M JjaTa MpoBepku win ooHapyxenus [IMB, naentudukarop cyobexra qocryna,
MHULMUPOBABILIETO TaHHbBIE EHCTBUS, XapaKTep BBIMOIHIEMBIX JEUCTBHUIM MO MIPOBEPKE, THII
oOHapyXeHHOW BpenoHOoCcHOU nporpaMmel (BI1), pe3yabraT nqelicTBHi cpeacTBa 3aIlUThl O
omokuposanuio [IMB;

[IpoBoxuTh perucTpauuio coObITHIA 0 BHEAPESHHUIO B CPeACTBO 3aiuThl oT [IMB nakeros
0o0HOBJIeHHH. B mapameTpax perucrpanuy yka3plBaloTCst BpeMs U AaTa 0OHOBJICHHs, HACHTU(UKATOD
cyOBeKTa J0CTyIa, HHUIMUPOBABIIEr0 JAHHOE ACHCTBUE BEPCHS U KOHTPOJIbHAA CyMMa IIaKeTa
0OHOBJIEHHS,

[IpoBonuTh perucTpanuio coObITHIA 3amycKa/3aBepiieHus padoThl MOy CpeACTBa 3aIHUThI OT
[IMB. B napamerpax perucrpaiuy yKa3blBaloTCsl BpeMsl M J]aTa 3aIycKa/3aBeplieHus paboThl,
UASHTH(HHUKATOP MOLYIIS, HACHTU(DUKATOP CYOBbEKTa OCTYIA, HHUIIMUPOBABILIETO JaHHOE IeHCTBHUE,
pe3ynbTat 3amycka/3aBepiieHus padoThl;

JIOJDKHA TIPOBOIUTECS PErucTpanyst COOBITHH YIpaBiIeHHs cyObeKTOM A0CTyna (QyHKIMAMHU CPEACTBa
3amuThl oT [IMB. B mapamerpax peructpanni yKa3bIBaloTCsS BpeMsl U 1aTa COOBITHS YIPaBICHUSI
Kaxiod pyHkuuei, uaenTudukatop u cneipdukays GyHKIu, HIeHTHGUKATOP CYOBEKTa JOCTYIIA,
WHHIMMPOBABILIETO JAHHOE JACHCTBUE, PE3YIbTAT IEHCTBHS;

IIpoBoxuTH perucTpannio cOOBITHH HOMBITOK JOCTYIA MPOrPAMMHBIX CPEACTB K MOIYIISIM CPEACTBA
3amutel oT [IMB unu cneunanbsHbIM JOBYIIKaM. B mapaMeTpax perucTpalyy yKa3blBatoTCsl BpeMsl U
J1aTa MOIBITKH AOCTYIIA, HASHTHHUKATOP MOXYIIS, HACHTH(OUKATOP U cHEeU(UKALIS MOLYJISl CPEACTBA
3amuthl oT [IMB (crienmanbHOM JTOBYIIKHM), Pe3yIbTAT MOMBITKH JOCTYTIA;
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[IpoBonuTh perucrpanmnio coOBITHH OTKaTa Il cpencTsa 3amutel ot [IMB. B mapamerpax
perucTpanyy yKa3blBaloTCS BPEMsI H 1aTa COOBITHS OTKaTa, Crienn(UKanys JeHCTBUI OTKaTa,
nAEeHTU(HUKATOP CyObEKTa JOCTYIA, HHUIMUPOBABIIETO JaHHOE JIEHCTBHE, PE3YIIbTAT ICHCTBHS;

10

O0eceynTh 3alIUTy AAaHHBIX PErucTpanvv OT UX YHUYTOXCHUS WU MOI[I/I(i)I/IKaHI/II/I HapYIIHUTCIICM,

11

Peann3oBaTh MEXaHU3MBI COXPAHEHHS TAHHBIX PETHCTPALIMU B CITy4ae COKPAIICHHUS OTBEJCHHBIX MO/
HHX PECYpCOB;

12

Peanu3oBaTh MEXaHU3MBI IIPOCMOTPA U aHAJIN3A JAHHBIX PETUCTPAIMU U UX (GHIBTPALUH 110
3aJ]aHHOMY HabOpy MapaMeTpoB;

13

[IpoBonUTH aBTOMAaTHUECKUH HENPEPBHIBHBIN MOHUTOPUHT COOBITHI, KOTOPBIE MOTYT SIBIISITHCS
npuanHoi peanuzanyu [IMB (coznanue, perakTHpoBaHHeE, 3aITUCh, KOMITWIALHMS 00bEKTOB, KOTOpPhIE
Moryt coaepxatb BIT).

14

Peanu3oBaTh MexaHN3M aBTOMATHYECKOT0 aHAIIM3a JIAHHBIX PErUCTPAIMH MO Ma0IOHaM THUITOBBIX
nposiienuii [IMB ¢ aBToMaTtnueckuM Ux OJOKMPOBAaHMEM W YBEIOMIICHHEM aIMHHHCTpaTOpa
0€e30IMacHOCTH;

15

[TpoBOOUTH HECKOIBKO BHJIOB y4eTa (AyOIMPYIOIINX) C perucTpalyei Beijaun (mpremMa) HocuTesen
uHhOopMaIUH;

16

OcylIecTBISATh PErUCTPALNIO BX0/a (BBIX0/Ia) CYOBEKTOB JJOCTYIA B CUCTEMY (U3 CUCTEMBI), JTNOO
perucTpanys 3arpy3ku 1 HHUIAAIN3AIMN ONIEPALUOHHON CHCTEMBI.

17

OCyIIECTBISITh PETUCTPALIMIO BBIAAYH [EYaTHBIX (TpadUuecKnx) JOKyMEHTOB Ha «TBEP/YI0» KOIIHIO.
B mapamerpax pericTpaiyy yKasblBaroTcs (aTa U BpeMst Bbliaur (0OpalieHus K IOICHCTEME
BBIBOJIA), CIICHH(HKALUS YCTPONCTBA BBIIAYM — JIOTHUECKOE UMsI (HOMEp) BHEIIHEro YCTPOICTBa,
KpaTKoe cofieprkanue (HauMeHOBaHue, BUA, Udp, KOI) U YPOBEHb KOH(PHICHIHAILHOCTH JOKYMEHTA,
ueHTU(PHUKATOp CyOBEKTa JOCTYIIA, 3AMPOCUBILIETO JOKYMEHT;

18

OCyIecTBIATh PETUCTPAIHIO 3aITyCKa (3aBepIleHIT) IPOrpaMM | MPOoIieccoB (3aJaHui, 3a1a4),
npeIHa3HaYeHHBIX U1 00paboTKM 3aIMInaeMbIX (ainoB. B mapameTpax perucTpayy yKa3blBaloTCs
Jata v BpeMs 3armycka, uMst (MIeHTH(UKaTop) mporpaMmbl (Iporiecca, 3aanusl), UACHTU(PHUKATOP
cyOBeKTa J0CTYIIa, 3alPOCUBILIETO IporpamMmy (TIPoIiece, 3aJJaHue), pe3yJIbTaT 3ammycka (YCIeIHbIH,
HEYCHEITHBI — HECAHKIIMOHUPOBAHHBIH),

19

OCyIIeCTBIATH PETUCTPAIHIO MOMBITOK JOCTYIA IPOrPaMMHBIX CPEACTB (TIPOrpamMM, MPOIECCOoB,
3a/ad, 331aHUi) K 3ammiaeMeM ¢aiiam. B mapamerpax perucTpaiin yKa3bIBaroTCs AaTa H BpeMs
TIOIBITKY JOCTYIIA K 3aIInIaeMoMy (hailily ¢ yka3aHHeM ee pe3yibTara (yCHenrHas, HeyCIenrHas —
HECaHKI[MOHUPOBAHHAs), MACHTU(DHUKATOP CYObEKTa OCTYMA, criennHUKaIus 3anumiaemMoro daiina;
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20

OcCyIecTBIATh PETUCTPALUIO MOMNBITOK JOCTYIA MPOrPaMMHBIX CPEACTB K CIECAYIOIINM
JIOTIOJTHUTEINIFHBIM 3aIMIIaeMbIM 00bEKTaM J0CTyIa: TEpMUHAIAM, KOMITBIOTEpaM, y3JIaM CeTH
UCII/H, nnausaM (KaHaaM) CBSI3H, BHEITHUM YCTPOICTBaM KOMITBIOTEPOB, ITPOrpaMMaM, TOMaM,
KarasioraM, Qaiinam, 3anucsiM, TOJIsIM 3aIicei. B mapamerpax perucTpaiyi yKa3blBaloTCs 1aTa U
BpeMsI TIOTBITKH JIOCTYIIA K 3aIIMINAeMOMY OOBEKTY C yKa3aHHEM ee pe3yibTaTa (ycremHasi,
HeyCIIelHast — HECAHKIIMOHUPOBaHHast), HACHTU(HUKATOP CyObeKTa JIOCTyMa, Creln(pHKAL
3alUIIAEMOro 00bEKTa — JJIOTHUECKoe UMsl (HOMEp);

21

[TpoBomuTH y4eT Bcex 3alMIaeMbIX HOCUTENEH HHPOPMAIMU C IOMOIIBIO UX MAapKUPOBKH U C
3aHECEHHEM YUYETHBIX JaHHBIX B )KypHaI (YUETHYIO KapTOUKY);

22

OcCyIecTBIATh OYUCTKY (0OHYJICHHE, 00E3THYNBAHUE) OCBOOOKIAEMBIX 00JIACTEH ONepaTHBHON
MaMATH KOMITBFOTEPOB U BHEIIHUX HakomuTesaed. OUrCTKa OCYIECTBISIETCS OMHOKPATHOM
MPOU3BOIILHOM 3aMUCHIO B OCBOOOXKIaEMYIO 00J1aCTh TAMSATH, PaHEee UCIIONB30BAHHYIO JUTS XPAaHCHHUS
3alMIIaeMbIX JaHHBIX ((aiioB, HHGOpMaLUK);

B noacucreme obecrieyeHus HCIIOCTHOCTH:

OO0ecrneunTh HETOCTHOCTh MTPOrPaMMHBIX cpeacTB 3amuThl B coctaBe C3I1/1H, a Takike HEM3MEHHOCTb
nporpaMMHOH cpeabl. [Ipyu 3TOM EeT0CTHOCT CPeICTB 3alLUThI IPOBEPSAETCS MPU 3arpy3Ke CUCTEMBI
1o Hanu4uio uMeH (uaeHTudukaTopor) komnoHeHT C3I1/IH, ETOCTHOCT NPOrPaMMHON CpeJIbl
obecnieunBaercst orcyrcreueM B UCIT/IH cpencTB pa3paboTKH M OTJIAJIKH TPOrpamm;

OcyuiectBisith pusnueckyto oxpany MCII/In (ycTpoiicTB 1 HocuTenel nHpopMaLum),
peaycMaTpUBaloIias KOHTpoib goctyna B noMerieHus: MICIIJ{H nocTOpoHHUX JIHIl, HATH4ne
HAJEXKHBIX MPENSATCTBUH Ul HECAHKIIMOHUPOBAHHOTO NpoHUKHOBeHUs B omererus UCIIx u
XpaHWIHLIE HocUTeIeld nH(popMaLuy;

[IpoBonutk nepuonnueckoe tecrupoanue ¢pynkiuii C3I1/IH npu n3MEeHEHUU TPOrPaMMHOIA Cpelibl 1
nepconana UCII/Ia ¢ momompio TecT-mporpamm, umutupyromux mornsitku HCJL;

JIOJDKHBI OBITh B HATMYKH cpeacTBa Boccranoienus C3II/IH, mpesycMaTpuBaronye BeAeHNe ABYX
KOITHiI IPOTPAMMHBIX CPEICTB 3aIIUTh HHPOPMAILINH, UX IEPUOTHICCKOES OOHOBICHUE U KOHTPOIb
paboToCcnocoOHOCTH;

[IpoBOaUTH MPOBEPKY LETOCTHOCTH MOIYJIEeH cpencTBa 3aumtsl oT IIMB, HeoOX0omMuMBIX U1 ero
KOPPEKTHOT0 ()YHKIIMOHUPOBAHHS, TIPH €r0 3arpy3Ke ¢ HCIOJIb30BAHUEM KOHTPOIBHBIX CyMM;

ObecnieunTh BO3MOKHOCTH BOCCTAHOBJICHHS CpeicTBa 3amuThl oT [IMB, npemycmaTpuBaromas
BEJICHHE IBYX KOIIHI MPOrpPaMMHOIO CPEICTB 3aIHTHI, €T0 MEPHUOAMYECKOE OOHOBICHNE H KOHTPOJIb
paboToCcIocOOHOCTH;

PeannzoBaTh MEXaHU3MEBI TIPOBEPKHU IIETOCTHOCTH MTAKETOB OOHOBIICHHUH cpencTBa 3amuTsl oT [IMB ¢
HCTIONIb30BAHUEM KOHTPOJIBHBIX CYMM;

[IpoBoguts pe3epBHOE KommpoBauue [1/IH Ha oTAIyXKTaeMble HOCUTENN HH()OpMAIIHH;
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B IIOJACUCTEMCE aHTI/IBPIpyCHOﬁ 3alluThI:

IIpoBoguTh aBTOMaTHUECKYIO poBepKy Ha Hannuue BII wiu nocnencrsuii [IMB npu ummnopre B
UCII/IH Bcex mporpaMMHBIX MOAYJeH (TIPUKIIaJHBIX IPOrpaMM), KOTOpbIe MOryT coaepxats BII, o
WX THIIOBBIM IIA0JI0OHaM U C IIOMOIIIBIO 3BPHUCTHYECKOTO aHAIN3A;

PeanuzoBaTh MexaHU3MBI aBTOMATHYECKOT'O 6J'IOKI/Ip0BaHI/I$[ 06Hapy)KeHHHX BIT OyTeM UX yAaJICHUA
13 MpOorpaMMHBIX MOI[yﬂeﬁ W YHUYTOXCHUSA,

PeryssipHO BBITONHATS (TIpy TIepBOM 3arrycke cpeacTs 3amutsl [1/]H or IIMB u ¢ ycranaBinBaemoit
MIepHOIMYHOCTHIO) TIPOBEPKa Ha NMpeaMeT Hainnuus B Hux BII;

JlomkHa uHUIMKUpOBaThcsa aBToMaTHueckas nposepka MCII/Ix Ha npenmer Hanuuus BII npu
BbIsiBNIeHUH (akTa [IMB;

PeanuzoBaTh MEXaHN3M OTKaTa JUIsl yCTAaHABIMBAEMOro yrcia onepaiuii ynanenus BII u3
OIEepaTUBHON MJIM NIOCTOSIHHOM NMaMATH, U3 MPOrPaMMHBIX MOJYJIEH U MPUKIAHBIX IPOrpaMM UIIH
IIPOrPaMMHBIX CPEICTB, coaepxkaiuux BII.

Jonomaurensno B UCII/IH nomkeH NpoBOIUTHCS HENPEPhIBHBIN aBTOMATHIECKUH MOHUTOPUHT
UH(POPMAIMOHHOT'0 OOMEHA C BHEIIIHEH CEThIO C IEeNbi0 BhIsiBIcHUS BII.

VI

Kontpons orcyrcrsust HIB B I10 C31

JJist mporpaMMHOro odecriedeHus, Ucroib3yemoro npu 3ammre nHdopmaimu B UCI/IH (cpencts
3amuThl HHGopManuu — C3U, B TOM 4ncie 1 BCTPOSHHBIX B OOIECUCTEMHOE U NIPUKIIAHOE
nporpammuoe odecriedenue — [10), nomkeH ObITh 0OecIeueH COOTBETCTBYIOLIMN YPOBEHb KOHTPOJIS
orcyrcTBus B HeM H/IB (He nexinapupoBaHHBIX BO3SMOXKHOCTEH).

VIl

Oo6Hapyxenue Bropxenuii B UCI1/In

OOHapykxeHHe BTOPKEHHIA JOIHKHO 00eCIIeuuBaThCs MyTeM UcToib3oBanus B coctase UCTIIn
MPOrPaMMHBIX HJIH IIPOrPaMMHO-aIMapaTHbIX CPelCcTB (cucreM) ooHapyxkenus Bropskennii (COB).

Heo0xoaumo o0s13aTeNIbHOE HCTIONB30BaHHE CUCTEMBI OOHAPY)KEHUS CETEBBIX aTaK, HCIIONIb3YIOIHUE
CHUTHATypHbIE METOJIbI aHAJIN3a

HeoOxonumo 006s13aTenbHOE UCTION30BaHNE CUCTEMBI OOHAPYKEHUS CETEBBIX aTakK, UCTIOIb3YIOIIIE
CHUTHATYPHBIE METOJIbI aHAJIN3a ¥ METO/IbI BBIABICHHS aHOMAJINH

VIl

3ammra UCI1Jx ot [IDMUWH

st 00paboTku undopmaimu Heodxonumo ucronb3oBate CBT, ynoBnerBopstolue TpeOoBaHUSIM
crargaptoB Poccuiickoit @enepariiiy 1Mo AIEKTPOMArHUTHON COBMECTUMOCTH, IO 0€30IaCHOCTH 1
SPrOHOMHYECKUM TPEOOBAHMUSIM K CPEJICTBAM OTOOpa)KeHHsI HH(POPMAINH, 0 CAHUTAPHBIM HOPMaM,
MIPEIBSBIAEMBIM K BUICOAUCIUIEHHBIM TepMuHanaM [I9BM (aanpumep, [OCT 29216 91, TOCT P
50948-2001, I'OCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).
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IX Onenka coorBerctBust UCIT/n TpeboBanusam OezomacHocTH 110

1 [IpoBecTr 00s3aTENBEHYIO CEPTUPHUKAIIHIO (ATTECTAIUIO) IO TPEOOBAHUSIM O€30MaCHOCTH N .
nHpopmanuy;

) JleknapupoBaTh COOTBETCTBHE HIIH 00SI3aTEIIbHYIO CEPTUPHKALUIO (ATTECTALNIO) IO TPEOOBAHUAM N
6e3omacHoCcTH HHGOpMAIHH (10 PEIICHNIO OIEpaTopa);

[pumeuanne: ns UCIIu 4 xmacca mepedeHb Meporpusituid no 3amure [1J[H ompenensiercss B 3aBHCMMOCTH OT yIiepOa KOTOPBIH MOXET ObITh HAHECEH B CIEACTBHU

HECAHKIIMOHUPOBAHHOI'O UJIX HEIIPEAHAMCPCHHOI'O JOCTYIIa K HI[H

CornacoBaHo:
JTUPEKTOP
3aMECTUTEINb JupekTopa o Y BP

Hukonaes Cepreit BsuecnaBoBuu
®Denoposa ["annna AnexcanapoBHa
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JIner o3Hakomiienus ¢ IlonuTukoii MH(pOPMAMOHHOI 0€301aCHOCTH

Ne (017 (0) HonxuocTs Hara | Hognuceh
n/n
1 | ITanreneiimonoBa JlronMuna AHaTONbEEBHA JUPEKTOP
2 | ®enoposa 'anuna AnexcaHIpoBHA 3aMeCTUTENb AupeKTopa no Y BP
3 | Wnbuna Enena BsyecnaBoBHa 3aBeyIONIasl X039HCTBOM
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